Copnep>xaHue:

BBepeHue

NHdbopMmaunoHHas 6e30MacHOCTb B LUMPOKOM CMbICJIE - 3TO COBOKYMHOCTb CPeacTB
3alMTbl MHOPMALUMKM OT CJIyYaHOro Uan npeaHaMepeHHoro Bo3aencTems. HesaBmcmumo
OT TOro, 4YTO JIEXXUT B OCHOBE BO3AENCTBMUSA: eCTeCTBEHHbIE (PaKTOPbI AN MPUYUHDI
NCKYCCTBEHHOr 0 XapakKTepa - Bnagenewu nHhopmMmaumm HeceT yObITKN.

ObecnevyeHune n nogaep>xkKa MHPoOpMaUNOHHON 6€30NaCcHOCTU BKOYAKT KOMMJIEKC
pPa3HOMIaHOBLIX Mep, KOTOpble NPeaoTBPaLLaloT, OTC/IEXMBAOT N YCTPAHAIOT
HEeCaHKLUWOHUPOBAHHbLIN AOCTYMN TPETbUX NN,

AKTyanbHOCTb paboTbl 06ycnoBfeHa TeM, 4TO B COBPEMEHHbIX YC/IOBUAX
nHdopmMaumoHHo 3pbl XXI BeKa MHGopMaumoHHasa 6e3onacHOCTb NpuobpeTaeT BCe
Bbosiee BecoMyto poJib, @ BOMPOC ee obecnevyeHUs CTAaHOBATCS BCe OCTpee.
CTpeMuTesibHOe BHeApeHNe NHPOPMALMOHHbBIX, KOMMbIOTEPHbIX TEXHOIOMMA BO BCE
chepbl XN3He[eATeNbHOCTY obLecTBa 1 pa3BUTUE SKOHOMUKUN aKTyan3npyeT BONPOC
onpeneneHna 060CHOBaHHbLIX N 3(PPEKTUBHbBIX NyTen obecrneyeHns MHHPOPMALMOHHON
H6e3onacHoCTW.

Mpouecchbl KOMMNIEKCHON NMHOPMaTU3aLMN Pa3BUTUA CTpaHbl 06yCNoBINBAOT aKTUBHOE
BO34EeNCTBUE NHPOPMALMOHHON 6€30NacHOCTU Ha SKOHOMNYECKYIO, COLMabHYIO,
MOJINTUYECKYIO N APYrne CoOCTaBHbIE ee HaunoHabHOWM 6e30nacHOCTU. B Hay4HbIX
TPpyAaX OTeYeCTBEHHbIX N 3apyBeXXHbIX Y4EeHbIX-9KOHOMUCTOB NpeacTaB/IeHbI
MHOIOYMNCJIEHHbIE UCCNenoBaHns nHpopmaunoHHom 6esonacHocTu [2-7]. OaHaKo BONMpoC
nocTpoeHns 3hPEKTUBHON NMONTUKM obecrneyeHna nHpopMaunoHHonm 6esonacHoCTu
OCTaloTCA BCE elle Maslon3y4yeHHbIMU.

Lenbio KypcoBon paboTbl ABSE€TCS paCcCMOTPEHNE BUOOB U COCTaBa yrpos
MHGopMaLMoHHOW 6e30nacHOCTMW.

OOBbeKT uccnepoBaHmsA: MHPoOpMaLMoOHHaA 6e30NacHOCTb.
MpenomMeT uccnepoBaHmsa: 0CoOBEeHHOCTM yrpo3 nHpopmMmaynoHHon 6e3onacHOCTN.

Onsa ocywecTtsieHuns nocTaB/eHHOW Uenn Heobxoammo pewnTb 3aa4n:



e PAaCCMOTPETb CYLWHOCTb MHOPMaLnoHHON 6e3onacHOCTY;
e PACKPbITb BUAbI YIrPO3 MHPOPMaLMOHHON 6e3onacHoCTU PO;
e yYKa3aTb COCTaB yrpos3 nHhpopmaunoHHom 6e3onacHoOCTH.

KypcoBasi paboTa cOCTOUT U3 BBEAEHUS, OCHOBHOI 4YacTWN, KOTOPasi COAEPXUT aBe
rNaBbl, 3aKJILOYEHWUS, CMNCKA UCMOJIb30BAHHOW INTEpPaTypPbl N MPUSIOXKEHWUA.

naBa 1. TeopeTnyeckue oCHOBbl MH(POPMALLMOHHOM
be3onacHocCTH

CywiHOCTb MHPOPMALMNOHHOM De30NacHOCTH

AHaMN4YHOE pa3BUTUE SKOHOMUYECKUX, MOJINTUYECKNX, CoUManbHbIX cobbiTun XXI Beka
cthopmynmpoBanu HoBoe npencTassieHne o6 MHhopMaLnm Kak O4HOro U3 akTopoB
(pecypcoB) npon3BoacTBa.

Ha MakpoypoBHe MHpopMaLunda yBepeHHO 3aHMMaeT No3nLnny rnaBHoOro paktopa MoLm
rocynapcTtsa, BeAb CrOCOBHOCTb rocygapcTBa pacnoJsiaraTb COBPEMEHHbIe
NH(POPMALIMOHHbIE TEXHOIOMMN NO3BOAAET 3PPEKTUBHO YNpPaBATbL MH(pOpMaLnen.
3HaHWe rocyaapCcTBOM TakKoM CNOCOBHOCTLIO - NYTh K AaJibHENLIEMY HapallMBaHUIO
CBOEeN 3KOHOMMYECKON N BOEHHOW NpoYHOCTK [3].

Ha MnkpoypoBHe 06beM, OCTOBEPHOCTb, LLEeNIOCTHOCTb, KayecTBO 06paboTku
MHopmMaumm onpenenseT 3PPEKTUBHOCTb AENCTBUN MeHeO)KMEHTa NpeanpuaTung, a,
cniegoBaTesibHO, akTyaansnpyeT NCnosib3oBaHne MHHPOPMALMOHHbLIX TEXHOJIOMUN B
ynpasBJIeHUN OeHEeXHO-KpeaAUTHbIMU, PUHAHCOBbLIMUN, COLMANIbHO-OKOHOMUYECKUMW
npoueccamm gaHHoro npegnpuaTuda. «<bes Heobxognmoro obbema n KavyecTsa
NHOPMaLIMM HEBO3MOXXHO obecne4yunTb pa3BuTme NpeanpusaTusa Ha OCHOBEe
BbICOKOTEXHOJIOrMYHOr0 NMPOn3BOACTBa, 3PPEKTUBHbLIX METOL0B OpraHm3aunum Tpyna»

[7].

Ha cerogHAWHNN OeHb CywecTByeT MHOIMO NoAXo40B K onpeaeneHnto TepMrHa
«MHpopMaumna». Tak, Hanpumep:

e NH(OPMALINSA - 3TO NOKYMEHTUPOBAHHbIE UK NMYONINYHbIE CBEAEHNSA O CODLITUAX U
ABNEHUAX, MPOUCXOAALLMX B 06LLEeCTBe, rocyapCTBe U OKpy»xatolen cpeae [8];



e MHOPMaUMSA - NpeacTaBnaeT cobon pesynbTaT oTpakeHnsa n obpaboTkm B
4esloBEYECKOM CO3HaHUK MHOroobpa3sns oKpy>KaloLwero Mmpa, CBeAeHnUn o
npegmMeTax, OKpy>XalLWmMX YenoBeka, ABJIeHUA Npupoabl, 4eATeNbHOCTb APYrnx
nogen n 1. nN. [5].

nobanbHble Npouecchl MHGQOPMaTU3aLUNM obLiecTBa rocy1apCcTB MMpa U LLUNPOKOe
BHeZApeHne MHPOPMaLIMOHHbBIX TEXHONOT A (KaK XapaKTepHble YepTbl HbIHELHEro BeKa),
NX BAMSIHNE Ha BCe cepbl Ppa3BUTUS 3TUX rOCYyOapPCTB, BbIABUraeT Ha NepBbIA NJaH
BOMNpockl obecrnevyeHns nHgpopmMaunoHHon 6esonacHocTn. OT B3BELLIEHHOW MOJNTUKN
NH(MOPMaLMOHHOM 6e30MacHOCTK, OT CTeNeHN 3alULEHHOCTW, MOJIHOTbLI U
[OCTOBEPHOCTU MHDOPMALMN B COBPEMEHHOM MUPE 3aBUCUT CTabUNbHOCTb COLMANbHO-
3KOHOMUYECKOW CUTYyauumn rocyaapcTBa, COXpaHeHUs npaBonopsaka, obecneyeHns npas
ee rpakxaaH.

Monpobyem npoaHann3npoBaTb TEPMUHOJIOI IO MO MHPOPMALIMOHHON 6e30MacHOCTH.
OCHOBHble onpefesieHns CyLHOCTU MHPOPMALIMOHHOM 6e30MacHOCTM YKa3aHo B
MHOI04YUC/IEHHbLIX HOPMaTUBHO-MPABOBbLIX aKTax LIeHTPasibHbIX OPraHoB
3aKOHOZaTEesIbHOM U UCNONHUTESIbHOW BNACTW.

MHOro4Ync/IeHHbIE UCcCcNenoBaTeNn nNpeanaratoT ceayole MHEHUS OTHOCUTESTbHO
pPaccMaTPMBAEMOro TepMUHa:

e Noa MHMOpMaLMOHHON 6e30MacHOCTbIO MPennNpuUATUA NpeasaraeM NoHMMaTb
obuiecTBeHHbIE OTHOLWEHNS MO CO34AaHUIO U MOAAEP)KAHUIO HA LOJIXKHOM YPOBHE
XKN3HEeOnesaTeNnbHOCTU NHPOPMALIMOHHON CUCTEMbI CyObEeKTa X039NCTBEHHOWN
neatenbHocTw [7];

e MHopMauUnoHHaa 6e30MacHOCTb - COCTOSAHME NHOPMaLIMK, MPU KOTOPOM
obecneymBaeTCs coxpaHeHne onpenesneHHbIX NoNTUKon 6e3onacHOCTN CBONCTB
nHpopMmauun [1];

e NH(MOPMaLUNOHHas 6e30MacHOCTb - 3TO COCTOSIHME 3aLWNLLEHHOCTU
nHgopMaLMoHHON cpenbl obuiecTBa, obecnevynBaeT ero opMmMpoBaHme,
NCNoJsib30BaHMe N pa3BUTUE B MHTEpPECax rpakaaH, opraHnsaumnn, rocygapcrsa [1];

e MH(OpMaLUMOHHasa 6e30nNacHOCTb - NpeacTaBnseT cobon COCTOSAHNE 3aLLUMULLEHHOCTN
notpebHocTen B HOpMaLMM INYHOCTK, obLiecTBa U rocyaapcTBa, NpY KOTOPOM
obecneymBaeTCs UX Cyuw,ecTBOBaHME N NPOrpeccMBHOE pa3BMTNUE HE3ABUCUMO OT
HaIM4YNs BHYTPEHHUX N BHELWHNUX NHPOPMaLMOHHLIX yrpo3 [2];

e Noj nHhopmMaunoHHON 6e30NacHOCTLIO CnefyeT MOHUMaTb OOHY M3 CTOPOH
paccMOTpeHUs MHPOPMALMNOHHBLIX OTHOLLIEHU B paMKax MHPOPMaLMOHHOI O
3aKoHoOaTeNIbCTBa C NO3MLUNNA 3aLLMNTbl XXU3HEHHO Ba>XHbIX MHTEPECOB JINYHOCTN,



obuwecTBa, rocygapCcTBa U akKUEHTUPOBAHNE BHUMAHNA Ha yrpo3ax 3TUM MHTepecam
N Ha MeXaHWU3Max YCTPaHEeHNs Unn NnpeaoTBpaLleHNs TakKnx yrpos3 NpaBoBbIMUA
MeTonamm [1].

3acny>xnuBaeT OTAEIbHOr0 BHUMAHUA UCCIeA0BaHUA CYLLIHOCTU aHaIM3npPyemMoro
TepMuHa aBTopamu [4]. OHK NpeanaratoT BblAENNTb Cleaytole Tpu acnekTa
onpeneneHns CyLHOCTU «MHMOPMaLMOHHaa 6e30MacHOCTb»:

1. HOpMaTUBHO-NMPaBOBOM (OCHOBLIBAETCHA Ha aHa/IM3e HOPMATUBHO-NPABOBbLIX aKTOB) -
paccMaTpuBaeT KakK HEOTbeMIEMYIO HaCTb MNOJIMTUYECKOW, SKOHOMNYECKOWN,
060pOHHOM 1 APYrMUX COCTaBAALWMX HauoHanbHoW Bbe3onacHocTn [3];

2. NOKTPUJIbHbBIA (MCXO4SA N3 aHasIM3a TPaKTOBOK TepMUHa B paboTax
nccneposaTesien, CneumanncToB B 3TON OTpacau)

3. Npu nHpopmaunoHHoON 6€30NacHOCTbLIO MOHUMAKT COCTOSAHME NPAaBOBbIX HOPM U
COOTBETCTBYIOLLMX UM MHCTUTYTOB B€30MacHOCTU, KOTOPbIE FAapaHTUPYIOT
MOCTOSAHHOE Ha/n4yne faHHbIX 419 NPUHATUS CTpaTerndyecknux peLueHnin n sawmTta
NHOPMAaLIMOHHbBIX PeCYpPCOoB CTpaHbl [5];

4. nHpopmMmaunoHHasa 6e3onacHOCTb - 6e3onacHOCTb 0b6beKTa OT MHPOPMALMOHHbIX
Yrpo3 nan HeraTUBHbIX BO3AENCTBUN, CBA3AHHbIX C MH(OpMaLmen n
Hepa3rnaweHne faHHbIX 0 TOM WU NHOM 0bbeKTe, COCTaBNALWNX
rocygapcTBEHHYO TaWHy [6];

5. nHdopmaumoHHasa 6e30MacHOCTb - 3TO 3aWMLEHHOCTb YCTaHOBJIEHHbIX 3aKOHOM
npasns, N0 KOTOPbIM NPONCXOAAT NHPOPMALIMOHHbIE NPOLLECCHl B rocyfapcTBe,
obecneymBaoWnNX rapaHTUPOBaHHbIE KOHCTUTYyUMEN YCNOBUSA CyLLECTBOBAHMNSA N
pa3BUTUA YesioBeKa, Bcero obuwiecTtsa n rocygapcrtea [7];

6. HauMoHaNbHasA MHpOPMaLMOHHasa 6e30MacHOCTb - 3TO 06w eCcTBEHHbIE OTHOLLEHNS,
CBSI3aHHbIe C 3aLUUTON XXN3HEHHO Ba)KHbIX UHTEPECOB YeNoBeKa U rpakaaHuHa,
obLwecTBa N rocyfapcTea OT peasibHbIX U NOTEHLUMasNIbHbIX YIPO3 B
WHPOPMALLIMOHHOM MNPOCTPAHCTBE, YTO ABAAETCA HEOOXOAMMbBIM YCNOBUEM
COXPaHeHUs N NMPUYMHOXKEHNS OYXOBHbLIX U MaTepuasibHbIX LEHHOCTEN Hauwnu,
NMPOrpecCcMBHOro Pa3BUTUA CTPaHbI, 3aBUCUT OT LesieHanpas/ieHHON
WH(OPMALIMOHHON NONTUKU FrapaHTUN, OXpaHbl, 0O6OPOHbI, 3alMTbl ee
HauWMOHasIbHbIX UHTepecoB [8];

7. 3HUMKNoONean4Yeckuin (B OCHOBE - aHaNW3 onpenesnieHnin, NpMBeOEHHbIX B C/I0BAPSX,
SHUMKNoneansax) - HpopMmaLMoHHasa 6e30NacHOCTbL O3HAYaeT:

8. 3akoHodaTenbHOEe POpPMMpPOBaAHME rOCYyfapCTBEHHON MHAOPMALMOHHOW MOUTUKMN;
obecnevyeHunsa ceoboabl MHPOPMALMOHHON AEeATENbHOCTM U NpaBa 40CTyNa K
NH(pOPMaLLMK B HALMOHAJIbHOM NH(POPMaLMOHHOM MPOCTPAHCTBE CTPaHbl; CO3JaHne



1N BHeapeHue 6e30nacHbIX MHHPOPMALMNOHHBIX TEXHOOM NI,
9. OoXxpaHy rocyapCTBEeHHOW TalHbl, @ TakKXXe NHPOPMaLUUKN C OrpaHNYEHHbIM
AOCTYMNoM;
10. 3aWwmTa HAaUMOHANILHOrO0 NHPOPMALIMOHHOIO MPOCTPAHCTBA CTPaHbl OT
pacnpoCTpaHEeHNs NCKaXXeHHON WX 3anpeLLeHHon 418 pacrnpoCcTpaHeHUs
MHGPOPMALMOHHOW MPOAYKLWN.

AHann3 nepevyncsieHHbIX NOAX000B K TPAKTOBKE TepMUHA «MHMOPMaLMOHHas
6e30MacHOCTb» MO3BOJIAET BblAENTL €€ CeAyoLWme CyLHOCTHbIE XapaKTePUCTUKN
(4epTbl). UTak, nHpopmMmaunoHHasa 6e3onacHOCTb - 3TO:

e COCTOSIHWE 3aWULLEHHOCTU MHPOPMALMOHHOIO NPOCTPAHCTBA;

e COCTOSIHME 3aLLUMNLLEHHOCTN HAaUMNOHaIbHbIX MHTEPEeCcoB CTpaHbl B MHPOPMaLNOHHON
cpene;

e 3alLNLLEHHOCTb YCTAHOBJIEHHbIX 3aKOHOM MpaBuJl, N0 KOTOPbIM MPOUCXOOAT
MHOPMaLIMOHHbIE NpoLEecChl B rocyapcTBe;

e 0OLLECTBEHHbIE OTHOLLUEHWUS, CBSAI3AHHbIE C 3aLLMUTON XXU3HEHHO Ba>XHbIX MHTEPECOB
yesioBeKa 1 rpa>kgaHunHa, obuwecTsa 1 rocygapcTBa OT peasibHbIX U
noTeHUManbHbIX Yrpo3 B MHPOPMaLNOHHOM NPOCTPAHCTBE;

e HeoTbeMJIeMas 4aCTb MNOJINTUYHECKON, SKOHOMNYECKOW, 0OOOPOHHOW 1 OpYyrnX
CoCTaBAsAOWMNX HaunoHanbHon 6besonacHocTu [4].

Takum obpa3oM, nHPopMaLmoHHas 6e30MacHOCTb SBASETCS OA4HOW N3 COCTABASIOLWMX
YCTOMYMBOIr0O Pa3BMUTMS BCEro rocyaapcTaa, a npouecc obecrnevyeHns MHPOPMaLIMOHHOMN
6e30nacHOCTN HeOHX0ANMO NOHNMATb KakK: «... OAHO U3 rN106anbHbIX U NPUOPUTETHLIX
3a/1a4 OPraHoOB rocylapCTBEHHOr 0 YNpaBieHUs, PELLEHNI0 KOTOPOro A0IXKHbI ObITh
NOAYUHEHbI MOJSINTUYECKAs, SKOHOMUYECKas, BOEHHas, KyJibTypHas u apyrve Buabl
NessTeNbHOCTU CUCTEMbI FOCYy4AapPCTBEHHOIr0 ynpaBieHus »[41].

B npouecce nccnenoBaHns MHGPOPMaLMOHHON 6e30MacHOCTN Ba>KHbIM BOMPOCOM
BbICTYNMaeT MOHUTOPUHI YrPO3 N PUCKOB, KOTOPbIE MOTYT YyrpoXaTb ee 3eKTUBHOCTN.

NHpopMaUVOHHbIE Yrpo3bl NpencTaBasatoT oNnacHOCTb ANa nHanemuaa, obuwectsa um
rocygapcTtBa. «Peanmsaumns yrpos n nepepactaHns Ux B 0NaCcHOCTU CBUAETENbCTBYET O
He3(PPEeKTUBHOCTUN PYHKLUNOHNPOBAHUA CUCTEMbI TOCYAapPCTBEHHOrO yrnpaBseHus
nHdopMaumMoHHON Be3onacHOCTbIO» [4]. YNpaBaeHne yrpo3aMum 1 ornacHoOCTAMU
cnocobCcTByeT NX YCTPaHEHNIO.

Yrpo3sbl nHHOPMaALMOHHON 6€30NaCHOCTM MOXKHO TPaKTOBaTbh Kak COBOKYMHOCTb
BHYTPEHHUX U BHELLUHWX YCJIOBUIM, KOTOPbIE MOTYT HaHeCTU yuwepb nHTepecam IMYHOCTH



n obulecTBa Yepes HexenaTeNbHble MHHOPMALIMOHHbIE aTak Ha COOTBETCTBYOLWME 00
06beKTbl MHHOPMALIMOHHOM MHPACTPYKTYPbI FOCyaapcTBa.

AKTYaNlbHOCTb M3y4YeHUs yrpos3 nHhpopmaunoHHon 6e3onacHOCTU NOATBEP)KAAET B CBOEN
paboTe n [6]: «Y4ynuTbIiBas TOT haKT, 4TO NOA BANAHNEM UHHOPMALMOHHBLIX aTak MOXeET
LesnieHarnpas/eHHO U3MEHATLCA MUPOBO33PEHNE N MOpPasib KakK OTAesIbHbIX NNL, Tak n
obuiecTBa B LLE/IOM, HaBA3bIBAIOTCA Yy>XKMNE UHTEepeChl, MOTUBbLI, CNOCOD XXN3HU, Ha
rnepBbIN NNaH cnegyeT aHaAn3 CyLWHOCTU U (POPM NPOSABIEHNN COBPEMEHHbIX METOL0B
CKPbITOrO arpeccMBHOro BO3AENCTBUSA, NPOABIEHUA OENCTBUN, UMEOLWNX
LefneHanpasB/ieHHbIN arpecCMBHLIN XapaKTep N KOTOpble MpoTUBOpeYaT UHTepecam
HaunoHasnbHON 6e30NacHOCTU 1 BbipaboTKa MeXaHN3MOB NMPOTUBOAENCTBUSA UM BO BCe
HanpaBJIEHNAX».

Ncxoas N3 MHOMOYMCIEHHbIX UCCIefoBaHNN [2-4] MOXXHO BbIAENUTL Clieayolmne BUabl
yrpo3 nHcopMaLnoHHoOM 6e30rnacHoOCTu:

e YrpoO3bl BO3OENCTBUA HEKA4YEeCTBEHHON NHGpopMaLnn (HeJOCTOBEPHOW, JIOXKHOMN,
ne3nHpopMaLnm) Ha INYHOCTb, 0bLLLEeCcTBO, rocyAapCcTBO;

e YIrpoO3bl HECAHKLMOHMPOBAHHOIO 1 HEMNPAaBOMEPHOIr0 BO34ENCTBMUSA NOCTOPOHHUX
UL, Ha MHoOpMaL IO N NHPOPMaLMOHHbIE pecypcChbl (Ha NPOVU3BOACTBO
WHpOopMaLUnmn, UHPOPMaLMOHHbIE PecypCbl, HAa CUCTEMbI NX (POPMUPOBAHUA U
NCNOJIb30BaHMNSA);

e cbon B paboTe obopynoBaHUSA (MOXKET BO3HUKHYTb Npu 6/10KNpoOBaHUM A0CTyMNa K
OLHOMY UM HECKOJIbKUM pecypcaM MH(POPMALMOHHON CUCTEMDI);

e YIrpo3bl MHPOPMALMOHHBLIM NpasamM n ceobonaM IMYHOCTM (NpaByto Ha
NpPon3BOACTBO, pacnpoCcTpaHeHne, NOUCK, NosyvYeHne, nepenady NCrosib3oBaHue
WHOpMaLMK; NPaBy Ha UHTENNEKTYyalbHYI0 COBCTBEHHOCTb Ha MHOPMaLUIO U
MaTepuasibHY0 COBCTBEHHOCTb Ha AOKYMEHTUPOBAHHYIO MH(OPMaLMIO; NMpaBy Ha
JINYHYIO TaWHy; NpaBy Ha 3alnTy 4eCTN N OCTOUHCTBA N T. 4.)

NCTOYHNKKM yrpo3 npencrasieHbl B NpuaoxXeHumm Ne 1.

OcTtaHoBMMCSA 6onee nogpobHO Ha MOHATUN «MHPOPMaLMNOHHas BoMHa». OHa
npeacTtaBngeT cobon BbICLLYO CTeneHb NHGPOPMaLUMOHHOro npotTusobopcTsea,
HanpaB/ieHHasa Ha pelleHne obLLeCTBEHHO-MOINTUYECKNX, NOE0N0rNYEeCKUX,
HaUWOHaJIbHbIX, TEPPUTOPUANBbHBLIX KOHPJINKTOB MeX Ay rocygapcTtsaMmu, Hapogamu,
HaUMAMN N COUMANbHbLIMUK FpynnaMmu NyTeM LWMpokKoMacwTabHomM peanmsaunm cpeacTs um
MeTo40B MH(OPMALMOHHOIO OPYXUS.

NHpopMaunoHHaa BOMHa BKJOYaeT AeNCTBUSA, NpeacTaBsieHHble Ha pucyHke 1.



WH®OPMALLMOHHAA BONHA

OKka3aHune BNNAHUSA Ha TeneKOMMYHUKaunn, TPaHCMOPTHbIE CETU N TOMY nogobHoe

MPOMbILLIEHHbI WNMOHAX (HapyLLUeHWEe NpaB MHTENNEKTYaNbHON COBCTBEHHOCTN,
npoBeneHNs1 KOHKYPEHTHOW pa3BeaKn, XULLEHNS NAaTEHTOBAHHON MHGOpMaLnK)

XaKUHI (M3710M MU UCMOJIb30BAHUSA JIMYHbBIX AAaHHbIX, MHPOPMaLUN C OrpaHUYEHHbIM
OOCTYroM)

PucyHok 1. lencteus MHpOpMaLNOHHON BOWHbI.

NHpopMaunoHHOe opyXune ABNsSeTC OCHOBHbIM MHCTPYMEHTOM OCYLLLeCTBNEHNSA
MHGPOPMALMOHHOW BOMHLI, N NpeacTaBnseT cobon COBOKYMNHOCTb CPeacTB, METOA0B U
TexHonormm, obecneymearOLWMX BO3MOXKHOCTb CMIOBOr0 BO3AENCTBUSA Ha
MHGOPMaLMOHHYIO cdhepy NPOTUBOMOJSIOKHON CTOPOHLI (pa3spyLlueHne ee
MHPOPMALMOHHON MHPPACTPYKTYPbI, CUCTEMBI YINPaBJIeHUSA FOCYy4apCTBOM, CHUXXEHNE
OYyXOBHOro noTeHumana obwecrtsa). [4].

Cpeaun Hanbosiee cepbe3HbIX 3aa4, KOTOpble MOryT peLlaTbCs C MOMOLLbI COBPEMEHHO
NHMOPMALMOHHOW OPYXXUS, MOXXHO OTMETUTb:

e Cco3faHMe aTMochepbl 6€30yX0BHOCTU U BEe3HPAaBCTBEHHOCTN;

e MaHUNYNPOBaHNSA 0O ECTBEHHbIM CO3HAHMEM U NOJIMTUYECKON OpUeHTaumnen
coumMasibHbIX rPynn HaceseHUsa rocyaapcTBa C LUesibilo CO34aHnNA NONNTUYECKON
Hanps»>XeHHOCTN N Xaoca;

o necTabunusaumsa NOINTUYECKNX OTHOLLUEHU MexXxay napTusamm, obbeanHeHnaMmn mn
ABVXXEHUSMU C Lesiblo NPOBOKaLMKN KOHMJIMKTOB, pa3XXUraHmne Henosepus,
obocTpeHne nonntmnyeckon 6opbOLI;

e Ne3MH(OopMaLna HaceneHns o paboTe rocyaapCTBEHHbIX OPraHOB, NOAPbLIB UX
aBTopuTeTa, AUCKpeanTaumna opraHoB yripaBieHns;

e MPOBOLMPOBaHME COLMANBHbBIX, MOJINTUYECKUX, HALMOHANbHbIX U PENUTMO3HbIX
CTONKHOBEeHUN n 1.4. [11].

N3y4yeHune pa3pylunmTesibHOro BO34eNCTBUSA Yrpo3 MHpopMaLMoHHOM 6e30nacHOCTH
BblABUIraeT Ha NMepBOe MeCTO BOMPOChl MOCTPOEHUSA 3PPEKTNUBHON CUCTEMBI €€
obecneyeHns. B coBpemeHHOM Mupe obecrneyeHmne nHpopMaumnoHHoM 6e3onacHoCTu
DOJIXXHO BbICTYMaTb OAHOW N3 BaKHENLLNX PYHKLUMNI rocyaapcTBa.



Cooep>xaHue, Nnopanok peanmsaumm obecnevyeHmns nHhpopmMmaummoHHON Be3onacHoCTH,
WHCTPYMEHTbI, 3a4a41 U HOPMAaTUBHOE peryampoBaHme 3TOro Npouecca 3ak/4yatoTcsa B
cnepytouem:

e NHpopMaumoHHaa 6e3onacHoCcTb obecneymBaeTcs NpoBeaeHNEM e ANHON
rocyaapCTBEHHOW MOJIMTUKN HauMoHaNbHOW Be30onacHOCTN B MHPOPMaLNOHHOMN
cepe.

e IHCTpyMEHTOM peannsaumm rocyaapCTBEHHOW MOJINTUKN MHHPOPMALMOHHON
H6e30nacHOCTM BbICTyNaeT cnctemMa obecneyvyeHmnsa nMHGopMaLmoHHon besonacHoOCTW.
MNocnepHas cobon npencTaBnseT opraHN3aLMoOHHOE COYeTaHne MeponpuAaTUn
(MHOPMALLMOHHOI 0, aAMUHUCTPATUBHOIO, YNpPaBleHYeCKOro, MeTo40J10rM4ecKoro
XapakKTepa), HarnpaBJ/IeHHbIX Ha obecrnevyeHne NHpopMaLoHHON 6e30nacHOCTK
JINYHOCTKM, obulecTBa U rocynapcTBa.

3agadyamMm cncteMol obecnevyeHns MHPOPMaLMOHHON Be30MacHOCTN ABASAIOTCS:

e MOHUTOPWHI, NPOrHO3MPOBaHMe peanusaunn gectabunmsmpyrowmx gakTopos 1
NHPOPMALIMOHHbBIX YFPO3 XXU3HEHHO Ba>XHbIM MHTepecaM JIMYHOCTK, obLiecTsa 1
rocynapcTBa;

e OCYyLLECTBJIEHME KOMMIEKCa ONnepaTUBHbLIX U A0JIFOBPEMEHHbIX MEp Mo UX
npeaynpexneHnto n ycTpaHeHuto;

e CO3[aHME N NoJaep>XaHne B FOTOBHOCTU CUA 1 cpencTB obecnevyeHuns
nHdopmMaumoHHON 6e3onacHOCTK;

e COBEPLUEHCTBOBaHUSA roCyfapCTBEHHON NOJNTUKN Pa3BUTUA NMHPOPMaLIMOHHOWN
chepsbl (co3paHmne 6aaronpuATHbLIX YCJ0BUN Pa3BUTUSA HaLMOHAIbHON
NH(OPMALLMOHHOW MHPACTPYKTYPbl, BHEAPEHNE HOBENLLNX TEXHOJIOMMIA B 3TON
chepe);

e obecnevyeHne NHPOPMALMOHHO-aHANIMTNYECKOrO NoTeHUnaNa CTPaHbl.

NTak, nHpopMaumnoHHas 6e30nacHOCTb MMeeT O4HO U3 nepeoo4vyepenHbiX 3HaYeHun ans
coUunaibHO-O3KOHOMUNYECKOI 0O pa3BUTUA rocygapcCrtBa.

Poccusa [onkKHa Npoao/XKUTb aKTUBHbIE WWarM Ha NyTn pa3BuUTUSa COBCTBEHHON CUCTEMBI
MHopMaUMoHHOW Be3onacHOCTU. Ba)kHbIMKM MepaMu B 3TOM npoLuecce A0/KHbI CTaTb
opraHu3aumsa u nposeneHne NHHPOPMaALIMOHHBLIX ONepaumnmn, a Takxe pa3BuTne CUCTEMDbI
cepTudmKaunm NHPoOpMaUNOHHbIX NPOAYKTOB. Kpome Toro, cnctema obecnevyeHuns
MHOPMaLLMOHHOW Be30NacHOCTM O0/KHA TMOKO KOPPEKTUPOBATLCA B COOTBETCTBUU C
N3MEHSAILWNMCA XapaKTepOM BHELIHNX N BHYTPEHHUX (DaKTOPOB OKPYXXEHMUS.



1.2 BbisBieHue yrpo3 uHPOpPpMaLMOHHOMN
be3onacHocTH

Yrpo3bl UHHOPMALMOHHON 6E30MaCHOCTM MO CBOEN aKTyasIbHOCTU 3aHUMAlOT BTOpOoe
MEeCTO Cpelin OCHOBHbIX Yrpo3 6u3Heca, Taknx Kak 3KOHOMMYEeCcKas HeCTabuibHOCTb,
MPOMbILLIEHHbIN LUMNOHAX, XULLIEHNE UHTEeNNEeKTYalbHOM COBCTBEHHOCTU, HaHeCceHus
Bpeda penyTaunm n Tomy nogobHoe.

Takon BbIBOA CAeann 3KCMepThl MO pe3ysibTaTaM COBMECTHOro nccaegoBaHus
«MHopmaymoHHas besonacHocTb 6usHeca, 2018» [12.], koTopoe B 2018 roay 6b1s10
NpoBeAeHO B 22 CTpaHax MUpa n3BecTtHon B ob6nactm nHpopMaLlmMoHHON 6e30macHOCTH
POCCUINCKON KOMMaHnen «JlabopaTtopusa Kacnepckoro» COBMeCTHO C KoMmnaHuen B2B
International (BennkobputaHus), cneumann3npyeTcsa Ha NpoBeaeHUN NCccnenoBaHnin ang
bu3Heca No WnpokoMy Kpyry sornpocos (MpunoxxeHne Ne2).

Mpn 3TOM B OTYETE rOBOPUTCSH, YTO HET OCHOBAHUN rOBOPUTbL 00 YMEHbLUEHUN YPOBHS
yrpo3 nHgopMaunoHHom 6esonacHocTn B banxanwee speMsa. HanpoTue, sKCNepThl
OXMNAAT POCTa MHTEHCUBHOCTM YIrpo3, NOBbILLEHNE YPOBHA NX TEXHNYECKOr0
COMPOBOXXAEHNA N BOSHUKHOBEHUSA HOBbIX.

Takoe Nono)KeHne gen He MOXKET He Bbi3BaTb MHTEpeca 3KcnepToB B ob6actu
nHgopmMaLmoHHoM 6e3onacHOCTN. Begywme MMpoBbie KOMMaHNM U y4pexaeHns B
obnactn nHpopmaumnoHHom 6esonacHOCTN 1 6e30NacHOCTN rocyaapcTBa B TeYeHue
nocnegHnx neT nepnoanyeckn npoBOANIN NCCNENO0BaHNSA 3aLLMLLEHHOCTH
NHPOPMALIMOHHbBIX CUCTEM, B TOM YUC/E U C TOYKN 3pEHUS HECAHKLLMOHUPOBAHHOMN
yTe4yKun nHhopmaymnmn.

Cpeaun HUX, Hanpumep, cCoBMeCTHble nccnenoBaHna ®bP 1 MHCTUTYTa KOMMNbIOTEPHON
be3onacHocTn CSI (CLLUA) «Computer Crime and Security Survey», nuccnegosaHue
koMmnaHuu Ernst & Young «Global Information Security Survey, nccnenosaHus
poccninckmnx kom gam InfoWatch n Jlabopatopun Kacnepckoro [13.], nepnognyeckme
nccnenosaHusa komnaHmm Perimetrix «MepcoHanbHble gaHHble B Poccuu» [14.] n pag
Apyrnx nccnenosaHun. NpueegeHHsle nccienoBaHnsa NPoOBOAUINCE MYTEM
aHKeTUpoBaHMS 3KcNepToB B 06/1aCTN MHpopMauUnMoHHON 6e30nacHOCTM 1 ynpassieHns
On3HecoM 1 aHann3a aHKeT onpoca.

B Ka4yecTBe 3KCNepTOB NPMBAEKAINCE COTPYLAHUKN PA3JINYHbIX MO BEINYMHE N 06bEMY
yCNyr KOMMaHWM B pa3/INyHbIX OTPACcaAX X035ACTBa N3 pa3HbiX CTpaH Mupa, paboTa



KOTOpPbIX CBA3aHa C BoNpocamMu nHhpopMaumnoHHon besonacHocTn, UT - TEXHONIOMNAMU U
yrpaB/ieHUEM yYpexAeHUAMU N opraHn3aunamu.

C TOYKM 3pPEHNA HEKOHTPOJIMPYEMON YTEYKN AaHHbIX 3a NepumMeTp MHPOPMALMOHHbIX
CUCTEeM, 3aCNy)KMBaeT BHUMaHUA nccnenoBaHue «MnobanbHoe nccnenoBaHue ytevyek
KOpnopaTuUBHOM NHOPMaUnn N KOHhegnumanbHbiX aHHbIX» [15.], KOTopble
nepnoanyeckn NpoBOANINCE B Te4eHne nocnegHux net komnaHuen InfoWatch.

MeToAMKa TakKUX NCCNefoBaHNN OT/INYAEeTCA OT MeTOAUK NpeaBapuTesibHO
npMBeaEeHHbIX UCCNeaOoBaHUW TeM, YTO aHaAIM3UPOBAIUCb HE TOYKM 3PEHUSA IKCMEPTOB
Mo TeM NAN UHbIM BONpocaM MHGPOPMaLMOHHON 6e30MacHOCTHN, a 3adUKCUPOBAHHbIE U
obHapogoBaHbl B 06WenoCTynHbIX cpeacTBax nHgpopmauum (CMU, Internet n .4.)
C/lydan HEKOHTPOIMPYEMON YyTEYKU NHPOPMaL UK 3a NEPUMETP NHPOPMALIMOHHBIX
cucTeM. B paHHOM nccnenosaHmMm aHanM3npoBaanCb MHUWMAEHTbLI N0 MHHOPMALMOHHOW
6e30MacHOCTKN, CBSA3AHHbIE UCKIIOYMUTENIbHO C YTEYKON AaHHbIX. B HEr0 He BOWAN, HO He
aHaIN3NPOBANNCL AaHHble 06 NHUMOEHTaX, CBSA3aHHbIX C BHELWWHUMUN Yyrpo3aMu
NHdopMaLMoHHOW 6e30nacHOCTM (BUPYChl, BHELLHNE KOMMbIOTEPHbIE aTakun, DDoS,
PULLINHE 1 T.4.).

NHbIMN cnoBaMu, NCccnefoBaHMe KacaeTcsl UCKIIYNTENbHO NPobrieMbl yTeUKM
NHGOPMaUMn 3a Npenesbl 3alnLLeHHbIX MHPOPMALMOHHBIX CUCTEM YUYpEeXAEHUN U
opraHu3auuin No TeM UM NHbIM NpUYMHaM. Mpn 3ToM pe3synbTaTbl UCCNEA0BAHUNA,
NpoBeAEeHHbIX MO Pa3/IMYHbIM METOAWKAM, He NPOTUBOPeYaT APYr APYrY U, B OCHOBHOM,
CoBMafatoT. OTO AaeT NPaBo BOCMOJ/Ib30BATbLCSA UMU A5 BbIABNEHUS TEHAEHL NN
pPa3BUTUA Yrpo3 MHHOOPMALMOHHON 6e30NacHOCTN, NX XapaKTepa U UHTEHCUBHOCTU
BO3HMKHOBEHMS, @ TaK>XXe OLEHUTb pe3ysibTaTbl, MNOJIyYEHHbIE OT BHEAPEHUA TexX UIu
WHbIX METOA0B M CUCTEM NPOTUBOLAENCTBMS Yyrpo3aM.

Kak n3BecTHo, COBpeMeHHble TeXHOoornm o6paboTkn nHpopMaLmmn, n NepcoHasbHbIX
AaHHbIX B TOM Yyucne, npegycMmaTpuBatoT ncnonb3sosaHne UC [16., 17.]. Takme cuctemsl
npeacTaBnsatoT cobon B3anMOCBA3aHHYO COBOKYMHOCTbL CPEACTB, METOAOB U NepCcoHana,
obecnevumBatowmx cbop, xpaHeHne, obpaboTky, Nepenavy n BOCNponsBeageHme
MHOPMaLMK C Lesblo OCTUXKEHNS NOCTaB/IEHHON Lesn.

NHdpopmMaumnsa saenseTca ueHTpanbHbiM KoMmnoHeHTOM UC. Mpu 3ToM obbekTaMn 3aLLmMThI
CTaAHOBATCH MHOPMaLMOHHas CUCTEMA, B KOTopon obpabaTbiBaeTCcs nHGopMaumsa C
NCNoJsib30BaHMEM onpefesieHHbIX MHPOPMALMOHHBIX TEXHOOM MW, NHPOPMaLUUOHHbIE
TEeXHOI0rnm u, CobCTBEHHO, CaMa UHGopMaLms.



Cpean yrpos nHgpopmMaunoHHon 6e€30nacHOCTY BbiAENSAIOT ABE FPynnbl Yrpo3:
BHYTpEeHHMEe 1 BHelwHne [18.].

K BHELWHMNM yrpo3amM OTHOCATCSA Yrpo3bl, KOTOPble BO3HUKAIOT N ynpasideMbiX BHe NC,
OTHOCUTEJIbHO PECYPCOB, KOTOPbLIX OHWN HallpaBJZ1IEHLI.

BHyTpeHHMe yrpo3bl BO3HMKAOT HenocpeacTBeHHo B npenenax NUC. OHM moryT
NOCTYyNaTb OT TEXHUYECKoro obopynoBaHUs, HECOBEPLLUEHHbIX MPOrPaMMHbIX CPEACTB U
nepcoHana.

Kak noKa3blBaloT NMPoBeAEHHbIEe NUCCIef0BaHUSA, MPOTUBOAENCTBUS Yrpo3am
NHPOPMaLMOHHON 6e30MacHOCTU yAenseTcs onpenesieHHOe BHUMaHME CO CTOPOHBbI
onepaTopoB UC. MpakTnyeckn Bce onepaTtopbl BHeapuan B coctas NC cpeacTaa
NPOTUBOAENCTBUSA KaK BHYTPEHHUM, TaK U BHELLIHWUM Yrpo3aM.

TaK CNOXXMJ0Cb, YTO MPOTUBOAENCTBUSA BHELLIHUM Yrpo3aM yaensanocb 6onblue
BHMMAHUS, YEM NPOTUBOAENCTBUA BHYTPEHHUM yrpo3aM. MNepmumeTp NHHOPMaALMOHHON
CUCTEeMbI 3alumancs B 60sbLUEN CTENEHW, YEM MUHUMU3NPOBAIN BHYTPEHHME YIrPO3bl.
Mo3TOMY Ha CEroAHSLWHNA AeHb CpeacTBa NPOTUBOAENCTBUSA BHELWHUM Yyrpo3am
BHeOpeHbl bonee LWNPOKO, YeM CpeaCcTBa NPOTMBOAENCTBNSA BHYTPEHHUM Yrpo3aM.

MyTem BHegpeHns Mep NPOoTUBOAENCTBUA Yrpo3aM NHGPOPMaUnoHHoOM 6e3onacHOCTHU
onepaTopbl NC gocTturnam onpenesieHHOro YpoBHSA 3alUTbl UX OTAEJIbHbIX KOMMOHEHTOB
n NC B uenom oT BHELHUX Yyrpo3 nHpopmaunoHHom 6esonacHoCcTu. Takme
MH(OPMaLMOHHbIE CUCTEMbI Ha3bIBaAKOT 3alumueHHbIMN [17.] u, C onpeneneHHbIM
YPOBHEM BEPOATHOCTU, MOXXHO YTBEPXXAATb, 4TO MHpopMauuns, npopabaTbiBaeTCH
TakKnMKn CUCTeMaMu, B UX Npepesax, 3aluuieHa oT BHeWHUX yrpo3. MNpu 3ToM oCTpbIM
OCTaeTCs BOMpOC NMPOTUBOAENCTBUNSA BHYTPEHHMUM YIrpo3aM NHPOPMaLMOHHON
6e30MacHOCTK, aKTyasIbHOCTb KOTOPOro pacTeT.

Tak, ecnn no pesynbTaTaM nccneposaHma «Mnformation security breaches survey 2006,
npoBeneHHOro MexxayHaponHon komnaHunen Price Waterhouse Coopers B 2006 roay,
CYUTaNM aKTyasIbHbIMM BOMNPOCHI MPOTUBOAENCTBUSA BHYTPEHHUM Yyrpo3am
MHpopmMaumoHHoW BesonacHoCcTM 32% 3KkcnepToB B 06/1aCcTu MHpOPMaLNOHHOW
be3onacHocTn n 6e3onacHocTn busHeca, To B 2011 rogy skcnepTbl U3 ®BP 1 UHCTUTYTa
KoMnbloTepHon 6e3onacHocTu CSI (CLUA), no pesynbTaTam nccnegosanma «Computer
Crime and Security Survey 2010/2011», npoBe4eHHOro C TOM Xe ayanTopuen
3KCNepToB, Npun3Haan NpobaeMy NpPoTMBOAENCTBNA BHYTPEHHUM yrpo3aM
NHgopMaLMoHHON 6e30NacHOCTM B Ka4ecTBe NMPUOPUTETHON. MUHMMN3NPOBATbL Takne
YrpO3bl MOXKHO NyTEM BHEAPEHUSA CUCTEM MPOTUBOAENCTBUS BHYTPEHHNM Yrpo3aMm



NHopMaLMoOHHON Be3onacHOCTK.
Knaccngpumnkaumsa cuctem npencrasiieHa Ha pUcyHke 2.
CUCTEMA NPOTUBOAENCTBUSA BHYTPEHHUM YIPO3AM

PucyHok 2. Knaccmcumnkayma cMctem NnpoTUBOOENCTBUS BHYTPEHHUM Yrpo3am
NHopMaUmoHHOW 6e3onacHOCTW.

CncrtemMa MOHUTOPWUHIA U ayauTa NMO3BOJAIT PErncTPUpOBaTb 4ENCTBUSA NOJSIb30BaTesNIeN
n npoueccos B C, B TOM 4yncse encTemsa 1 npoLecchl, CBsA3aHHbIe C NepechlsIKOW
OaHHbIX 3a npegenbl NC ceTeBbIMN KaHaslaMW.

Takne cUCTeMbl ABAIOTCS Ba>XHbIM CPeACTBOM MPU paccsiefoBaHUM 3apUKCMPOBAHHbIX
CJZly4aeB HECAaHKLUMOHMPOBAHHOM yTEYKN MHDOPMALIUK, 3a MEPUMETP 3aLimLLeHHbIX UC n
npoBeneHNn NX aHaansa.

HenocTaTKOM TakuxX CUCTEM SABASIETCA OTCYTCTBUE BO3MOXXHOCTU NpenynpexaeHus
HECaHKLMOHNUPOBAHHOW yTe4ykn nHpopmaumn. B pabote cnctem MOHUTOPUHIa N ayauTa
He NpenyCMOTPEHbI aIfOPUTMbI MPOBEAEHNS aHan3a 3aPUKCUPOBaAHHbLIX COBbLITUN.

DTO 3HAYUT, YTO OHW HEe MOryT onpenennTb, 3adUKCNPOBaHHOE cobbiTne gonycrmMmoe C
TOYKW 3peHns I/IHCbOpMaLI,VIOHHOVI 6e30nacHOCTN NN HeT. 3aKOHOMepHO, 4YTO B TaKUX
cncrtemMmax HerpeasmngeHHbIe ntobble aJIrOpUTMBbI 6J'IOKVIpOBKI/I nepenaynm AaHHbIX
ceTeBbiM KaHaJ1laMu.

Cnctembl ayTeHTUGUKaUMK nonb3oBaTtesien NC npnMeHa0TCa ons 3aunTbl OT
HeCaHKLUMNOHMPOBAHHOIO 0OCTYMa K AaHHbLIM. B X OCHOBe Jie)XUT npouecc
ayTeHTUPMKaLnm nosnb3osatens (MoxxeT ObiTb ABYX - UM TpU 3TanHbIn). Mo ero
pe3ysibTaTaM MoJsib30BaTesto MOXXeT ObITb 60 NpenocTaBneH AOCTYN K NpUrialleHHbIM
pecypcam, nmbo HeT, 4eM npeaynpexxaaeTcs 0 BO3MOXXHOW HECAHKLUMOHMPOBAHHOW
yTe4ykn nHgpopmaumm 3a npepensl NC.

Takue cpefcTBa He MOTyT 3alWMTUTb MHPOPMaLMIO OT MOJib30BaTeNA, KOTOPbIA MO
HOpMaM NOANTUKK BesonacHocTn NC nmeeT A0CTYN K AAHHbLIM, HO MPW 3TOM NJaHUpyeT
NCNosb30BaTb UX B LeNax, NPOTUBOpPEYaLLMX HOpMaM OENCTBYOLWLEro 3aKOHoA4aTeNbCTBa
nnn nonnTnke 6e30nacHOCTU KoMnaHuMu (0T nHcangepa).

CpencTBa WNPPOBaHUA HOCUTENIEN MEHAIOT JaHHble TakKuM obpa3oM, 4HTO UMK
HEBO3MO>XHO BOCMOJ/Ib30BaTbCA 6e3 cneynanbHbIX MPorpamMm (Ktyen). 3ToT Knacc
MPOrpamMm 3alMNTUT AaHHbIE OT YTEYKN Npu notepe MobUIbHON CUCTEMbI XPAaHEHNSA NN



06paboTKn MHopMaL MK 1 NMPpU NepexBaTe AaHHbIX 3/I0yMbILIIEHHUKOM 3a Npeaenamm
3awnweHHonm UNC.

3P heKTUBHOCTb TAKOro CpeacTBa 3alMTbl HUBEIMPYETCS, €CIN BMecTe C AaHHbIMU K
3710y MbILLIEHHUKY MONaayT KAOYN WNGPOBaHUS.

Cunctembl ob6HapyxeHunsa 1 npeaynpexaeHns ytedkn nHgpopmaumm (Data Leakage
Prevention, DLP-cucTeMbl) NpOBOAAT CKaHMPOBaHME BO3MOXXHbIX KaHal0B YyTeYKN
OAHHbIX B peasibHOM MacwTabe BpeMeHn, a Tak)Xe MOryT KOHTPOJIMPOBaTb AENCTBUSA
nosib3oBaTenen n npoueccobl 06paboTkn 1 Nnepepayn nHpopmaumm B npegenax NC. Mpn
3TOM Takue CUCTeMbl CNOCOOHLI pacno3HaBaTb MHGOPMaLKUIO No onpeaesieHHbIM
KaTeropusaM. OHM MOryT ObITb KOMMNAEKCHbIMU WX NIOKasibHbIMWU. KoMnsieKCHble DLP-
CUCTEeMbl KOHTPOJIMPYIOT HECKOJIbKO KaHasioB yTedykn nHpopmaumn. Hanpmmep,
KonupoBaHue Ha MOBUIIbHbIe HOCUTENN, CUCTEMbI MeYaTn, CeTeBble KaHaslbl rnepesayn
nHpopMaLmn n ToMy nogobHoe.

JloKasibHble CUCTEeMbl KOHTPOJIMPYIOT INWb OAUH N3 BO3MOXXHbIX KaHaI0B YyTe4YKU
WHopMaL MK, Yalle BCero ceTeBon. B Takmx cuctemax MoryT 6bITb BHeApPeHbl aKTUBHbIE
TexHosiornu, bnarofaps KOTOPbIM NOSABAAETCA BOSMOXKHOCTb HE TOJIbKO BbISABNATb
C/lyq4an HeCaHKLUMOHMPOBAHHOIO nepeMeLleHnsa nHpopmaunum 3a nepmmeTp
3awmueHHbIX NC, HO n 6nokupoBaTb nX. lononHuTenbHOW pyHKunen DLP-cnctem
MOXeT ObITb LWNHPOBaAHUA AaHHbLIX B MpoLecce 3anmcn Ha HocuTene nan B hannebl.

CywecTBylOT U gpyrme nporpaMMHo-anmnapaTHbie cpeacTBa 3alnTbl MHPOpMaL UM OT
BHYTPEHHMUX Yrpo3 MHPOPMaLMOHHOW 6e30NacHOCTM, KOTOPbIE Heslb3s HEeNnoCpeaCTBEHHO
OTHEeCTU K NMpuBeLeHHbIM Bbille KaTeropuin. Hanpumep, cpenctea 6JIOKMPOBKU BHELLHUX
HocuTenen nHpopmaumn. Takme CMCTEMbI HE MOTYT pacno3HaBaTb MHGOpPMaL MO No
KaTeropusam, He oTIn4arT MHPOPMaL MO OFPaHNYEHHOIr0 pacnpoCcTpaHeHns oT obuiero
N ABNSETCA peanusaumnen oTaesibHbIX QYHKUUNA NPpUBELEHHbIX CUCTEM 3alUUTbl OT
BHYTPEHHUX yrpos.

Ha cerogHAWHNN AeHb TOJIbKO CUCTEMbI OBHapYy>XeHUsA N NpeaynpexxAeHns ytevyek
nHpopmaummn (DLP-cnctemsbl) aBNgeTCs e QUHCTBEHHbBIM peLleHneM, NO3BOJIAILWNM
npenoTBpaTUTb YTEYKM MHPOPMaLUMKM 3a npenenbl 3alueHHoro npoctpaHcTea IC B
peasibHOM MacwTabe BpeMeHn Ha OCHOBE (huNbTpaLMN AaHHbIX NN BHELHNX
aTpMbyTOB, CONPOBOXKAAOLMX NPOoLEecC nepemMeleHns aaHHbiX. ObbIYHO AP0 MOA0OHbIX
DLP cncrtem coCcTtaBnaoT TEXHOJIOMMU KaTeropmsaynmm KOHTEHTa, OCHOBAHHbIE Ha
KOHTEWHEPHOM I KOHTEKCTHOM aHasin3e NCXoO4HOoro rnotoka. lNpenmyuiecTsa
KOHTEMHEepPHOro aHasiM3a 3aKJlo4alTCsa B MPOCTOTE ero peanamsaunm, K HegoctaTkam



OTHOCSIT OpraHn3aLMOHHbIE TPYAHOCTN NPUN BHEOPEHUN U OrPaHUYEHHbIE BO3MOXXHOCTH
KOHTPOJIA nCxoasilero Tpaduka.

Kakabln U3 NpuBeLEHHbLIX METOA0B MMEeT CBOU NpenMyLLecTBa N HeO4OoCTaTKN.
MpenmMyuiecTBa JIMHIBUCTUYECKNX TEXHOJIOMMA COCTOUT B TOM, 4TO OHM paboTatoT
HernocpenCcTBEHHO C CcoAep)XXaHNeM AOKYMEHTOB, MOryT CaMOCOBEPLUIEHCTBOBATbLCA, UX
ObICTpOAENCTBME HAMPAMYIO 3aBUCUT OT o6beMa NoToKa MHpopMaLnm, K HegocTaTKam
OTHOCST 3aBUCMMOCTb OT SA3blka COOBLLEHNSA HN3KYIO 3PPEKTUBHOCTL MPU aHanm3e
CTPYKTYPUPOBAHHON NHpOPMaLUK, MEAUWNHBIX N Fpadnyeckux annos.

CTaTuctu4yeckme MeToabl BOCMPUHUMAIOT (a1 Kak nocsiegoBaTesIbHOCTbL CMMBOJIOB,
No3ToMy 3(pPeKTUBHO paboTaloT C TEKCTOBLIMU LOKYMEHTaMN Ha pa3HbIX fA3blKax, a
Tak>Xe C MeaUVNHbIMN N rpadunyeckumm pannamu. K HegoctaTkaM CTaTUCTUYHECKUX
MeTO40B OTHOCSAT, BO3MOXXEH BbICOKNIN MPOLLEHT JIOXKHbIX cpabaTbiBaHUN N TPYLOEMKUN
npowuecc oT/afikn CUCTEMbI.

CywecTByeT ABe apxuTekTypbl DLP cnctem: w0308 NN XOCTOB.
MpenMyLlecTBa LWJI30BbIX CUCTEM 3aKJ/IIO4AOTCA B NPOCTOTE peanmsaunu.

K HepocTaTkaM OTHOCAT OrpaHUYeHHYyto 061acTb NpUMeHeHUs U NpobaeMHOCTb aHam3a
HEeKOTOpbIX BUAOB Tpaduka, HanpuMmep cemenctsaa SSL.

K npenmMyLiecTBamM XOCTOBbIX CUCTEM OTHOCAT 60Jiee LUMPOKNIA KPYTr BO3SMOXXHOCTEN
KOHTPOA 3@ YTEYKON AaHHbIX, B TOM YMNCJ/Ie N HECETEBbLIMUN KaHalaMW.

MO>XHO NPEeAnosIoXNTb, YTO COYEeTaHNE METOA0B KOHTEKCTHOM U KOHTEHTHO
PunbTpaLnM AaHHbIX MOXeT ObiTb OCHOBOW A1 CO3AaHNA 3PMEKTUBHON CUCTEMBI
BbISIBJIEHUS U NpeaynpeXxaeHns HeCaHKLIMOHUPOBaHHONM yTeykn M ceTeBbiMU
KaHasnaMu.

naBa 2. XapakTepucTuka BUAOB U COCTaBa yrpos
MHPOPMALMOHHON OEe30NacHOCTH

2.1 Buabl yrpo3s mHopMauMOHHOMU De3onacHOCTH

Yrposa packpbITUa MHPOPMALMOHHLIX PEeCYypPCOB 3aKJ1l04aEeTCA B TOM, 4YTO AaHHbIe,
3HaHUA U NH(pOopPMaLUUa OeNnalTCca N3BECTHbIMU TeM, KOMY He cnefyeT uXx 3HaTb. log,



Yrpo30M PacKpbiTUSA MOHMMAETCS TaKoe COCTOSIHME, KOraa noJly4YeHHbIN
HEeCaHKLUMOHNPOBAHHbIN OOCTYN K pecypcaM CUCTEMbI, MPUYEM peydb NOET Kak 06
OTKPbITbIE, N T€ PECYpPCbl, KOTOPble MMEKT OrpaHNYeHHbIN OOCTYMN. DTN pecypchl
ob6s13aHbl NepefgaBaTbhCa APYr APYrY N XPaHUTLCSA B € AUHOK MH(POPMALMOHHOK CUCTEME.

Yrposa cbosa B paboTe camoro obopygoBaHNs MOXXET MOABUTLCA Npu B1OKMpoBaHUN
A0CTyna K OAHOMY WJIN HECKOJIbKUM pecypcaM MHHPOPMALMOHHOW CUCTEMBI.
BnoknpoBaHne MoXXeT BbiTb MOCTOSAHHBLIM, TaK 4TOObI 3anpalunBaeMbIN pecypC HUKOraa
He OblN1 NONyYeH, NN MOXET CO34aTb 3a4ep>XaHns B NOJIyHEHUN pecypca,
CrpallnBaeTCs, YTO ABNAAETCA AOCTATOYHbIM A5 TOro, 4Tobbl OH CTan 6ecnosie3HbIM.

Teopunsa 1 NpakTUKa CBUAETENbCTBYET O CyWEeCTBOBaHNN ABYX rpynn yrpos no
MHGOpPMaLMOHHOW Be30MacHOCTM NPeAnPUATUSA, TaKNX KaK HecneumnalbHbie Naun
C/lyYalHble OEeNCTBUSA, BblpaXkatlolmecs B HeaeKBaTHOW NMog0EeP>KKEe MEeXaHN3MOB
3aWnTbl U ownbKax B ynpaBsieHUn, N NpegHaMepPeHHbIe Yrpo3bl -
HeCaHKLUMNOHMPOBAHHbLIN OOCTYMN K MHpoOpMaLNUnN N HECAHKLUWOHNPOBAHHbIE MaHUMyNALNA
OaHHbIM, pecypcaMn U CaMbiMN CUCTEMAMMU.

Tak)xe kKnaccudumkaums yrpo3 MHopMaLMoHHOM 6e30nacHOCTN MOXXeT ObiTb
oCyLleCcTB/IeHa pa3feneHneM yrpo3 Ha CBA3aHHble C BHYTPEHHUMU U BHELLHUMMU
hakTOopamMu. OTAeNbHO CTOUT BbIAENINTb YrPOo3bl, CBA3aHHbIE C NMpegHaMepeHHbIMN
ownbkamu, BO3HMKaOLWMMK 33 npegenamm busHeca.

K TakKnMm yrpo3am OTHOCATCS:

e HECAHKUMOHMPOBAHHbLIN OOCTYMN K MHPOPMaLNN, XPaHALLENCSA B CUCTEME;

e OTPULAHNE OENCTBUN, CBSAI3AHHbLIX C MAaHUNYIMPOBaAHUEM NHGOPMaUUK (Hanpumep,
HEeCaHKLUVWOHNPOBaHHOE N3MEHEHMNE, KOTOpas BeAeT K HapyLLUEeHWIO LLeJIOCTHOCTH
OaHHbIX);

e BBEJEHWNE B MPOrpaMMHbI€ MPOAYKTbl N MPOEKTbI «0rnyeckmnx 6omob», KoTopble
cpabaTbIBalOT NP BbIMOJHEHUN ONPEeAEesIEHHbIX YCIOBUA NN NO NCTEYEHUN
onpenesieHHOro nepmoaa BPEMEHU U HYaCTUYHO UM MOJIHOCTbIO BbIBOASAT U3 CTPOS
KOMMbIOTEPHYIO CUCTEMY;

e pa3paboTka N pacnpoCcTpaHEeHNE KOMMNbIOTEPHbIX BUPYCOB;

e Hebpe)XHOCTb B pa3paboTKke, Nnogaep>xKe 1 sKcnayaTaunum NnporpaMMHoOro
obecneyvyeHuns, NpMBOONT K Kpaxy KOMMbIOTEPHOW CUCTEMBbI;

e N3MEHEHME KOMMbIOTEPHOW MHOPMaLMK N NogOeNKa 3IeKTPOHHbIX Noanucen;

e XNLLEHNE NH(OoPMaLMK C NOCEAYIOLLNM MAaCKMPOBKOWN;

e NepexBaT MHPOPMALIMOHHbIX MOTOKOB;



e OTPULAHNE OENCTBUA UNW YCIYTW;
e OTKas3 B NMpepnocTassieHnun ycayru.

K coxxaneHuto, NpuxoanTca KOHCTAaTUPOBATb, YTO YHUMULMPOBAHHLIA Moaxon K
Knaccudgukaumm yrpos nHpopmaLmnoHHon 6e30nacHOCTM OTCYTCTBYET. I 3To BrMoJIHE
MOHSTHO, TaK Kak Npuv BCEM TOM MHOroobpasnm NHPOPMaLMOHHbIX CUCTEM,
HanpaBJIEHHbIX Ha aBTOMATM3aALMI0O MHOXXKECTBA TEXHOJIOIMNYECKNX MPoLILeccos,
3aTparuBaloLWmMX pasnnyHble chepbl YESI0BEYECKON AeATeNlbHOCTU, XKeCTKas
cucTemMaTum3aumns 1N Knaccupukaums yrpos Herpuemsema.

MO>KHO NPEeaNoXNUTb TaKylo KIacCUpUKaLVIO yrpos:

3a npogdssaeHneM n rnocneacTtBnamMn.

e MpectyrieHmne; MmoweHHNn4YeCcTBO,
o XYJINTaHCTBO.

no Tuny.

e MPOrpaMMHOE;
e annapaTHoe,
e rpovee.

3a uenblo:

e OMnepaTuBHLIE,
e TAKTMYeCKue,
e CTpaTermnyeckume.

Mo XapaKTepy BO3HNKHOBEHNA:

e NMpeaHaMepeHHble,
e HenpeaHaMepeHHble.

3a MHHOPMALNOHHBLIMN TEXHOJIOTNAMU - 0O BEKT Yrpo3, MeToabl MOArOTOBKN Yrpo3,
WHCTPYMEHTapumn yrpos, cpeaa yrpos.

- No MeCTy BO3HUKHOBEHUA - |/|Hca|7m,epCK|/|e, BHellHWe.

- 32 0ObEKTOM BO3AENCTBUSA - CUCTEMHbIE, JIOKaJIbHbIE.



- MO NpUYNHE BO3HNKHOBEHUSA - cbon B obopyaosaHmu, cbomn B paboTe nporpaMMHOro
obecneyeHuns, HecoBepLEHHasa apxXmBaumsa AaHHbIX, HECAHKLNWOHNUPOBAHHbLIN OOCTYM.

MpoaHann3npyem Bmabl yrpo3 rno NCTOYHUKAM npoucxoxxaeHmsa bonee getanbHO B
Tabnnue 1.

Tabnuua 1

NCTOYHNKN MPONCXOXKAEHNS YIPO3

MpouncxoxaneHne OnucaHne

TpaHcnopTHbIe aBapun (KaTacTpodbl), Noxapa,
HEeCMpPOBOLIMPOBAHHbIE B3PbIBbl U UX YFPO3a, aBapum Ha

TexHoreHHoe

NHXXEHEPHbIX CETHAX U COOPYXEHUAX XN3HeobecnevyeHns, BHE3aMNHoe
nponcxoxxgeHune

pa3pyLleHne KaHal0B CBA3M, aBapun rMaBHbIX CEPBEPOB OPraHoOB

rocy0apCTBEHHOro ynpaB/aeHus un T.4.

BkntovatloT B ceba onacHble METEOPOJSIOrnYeckme, reosiornyeckmne,

rMAOPOJIOrNYecKmne MOpCKmMe 1 NPecHOBOAHbIE AB/IEHUS, MPUPOAHbIE
MNpnpoaHoe NoXKapbl, AerpafaLmio NoYs HeLp, MacCOBOE NMoparkeHne
nporcxoxkaeHne —CE/TBCKOXO3ANCTBEHHbBIX PACTEHUIA N XKNBOTHbIX 6onesHsamMn nnm

BpeaonTensaMm, U3MeHeHne COCTOAHNSA BOAHbIX PECYPCOB

bunoccepsbl n Tomy nogobHoe.

CoBepLueHmne 4e10BEKOM pa3HbIX AENCTBUA MO pa3pyLUeHUto
AHTpOMoreHHoe

NH(OPMaLIMOHHLIX PECYPCOB, CUCTEM, NMporpaMMHoro obecnevyeHuns
nponcxoxxaeHune

obbekTa n ToMmy nogobHoe.

K 3Ton rpynne no coaep>XaHunto 4enCTBUN OTHOCATCA: HenpeaHaMepeHHsble, Bbi3BaHHbIE
HenpegHaMepeHHbIMN NN OWNBOYHBIMN OENCTBUAMU YesioBeKa (3To, HanpuMmep, MoXXeT
ObITb JIOXKHbIN 3aMyCK NPOrpaMMbl, HEYassHHO MHCTaNNALNSA 3aKIa4oK U T.M.);
npegHamMmepeHHble (MHCNMPUPOBaHbI), CTaBLUNE UTOMOM NpefHaMepeHHbIX 0eNCTBUN
nogen (HanpnMmep: HaMepeHHoe BBeeHNe BUPYCOB, YMbILWIEHHOE UHCTaIaumns
nporpamMm, KoTopble nepenatoT MHMOPMaLNIO Ha APpyryue KOMMboTEPLI U T.4.).

Mo cTeneHn runoTeTn4YeCckon Bpeaa:



Yyrpo3bl ABHblE€ UM NOTEHUWaIbHblE AENCTBUS, KOTOPbIE AENAOT HEBO3MOXXHbIM NN
3aTPYAHSAIOT peann3aumnio HauMoHaslbHbIX MHTEPEeCoB B MHOPMALMOHHOW cepe U
BOCCO34al0T OMACHOCTb A1 CUCTEMbl FOCYAapPCTBEHHOI 0O yrpaBsieHus,
XUn3HeobecneyeHus ee cnctemoobpasyoLnx 3/IEMEHTOB;

OMacHOCTb - HeENoCcpeaACTBEHHas Aectabunmsauna PyHKLNOHNPOBAHNS CUCTEMBbI
rocy4apCTBEHHOr0O yrnpaB/eHus.

1o NOBTOPAEMOCTU COBEpPLUEHUA:

e NPoOoJIKALWMNECH - HEOJHOKPATHOE BbINOJIHEHWE YIPO3, COCTOALWMN N3 pAaa
COBOKYMHbIX, KOTOPbIE MMetoT 00LLYI0 Liefb.
e MOBTOPSAIOLLMECS - TAKME YIrpo3bl, KOTOPbIE Y)Ke paHee MMenun MecTo;

Mo chepaM nponCxoxoeHuns:

e SHAOINeHHbIE - aJITOPUTM nectabnnmsayunm cUCTemsl pa3mMelleH B CaMoOIn cucTeme;
e 3K30reHHble - UCTOYHUK aecTabnnmslaumm CUCTEMbI HAXOAUTCS 3a ee npegesiamn.

[To BEPOATHOCTU peann3aynn:

e HEBO3MOXXHbI - TaKMe yrpo3bl, 3a OCyLeCTB/IeHNEe HEKOTOPOro KoMmnJieKkca yC/10Buin
HUKOrfa He COCTOATCA. Takne yrpo3bl 06bIYHO MMEKT 3HaYNTEIbHbIN
OeKapaTUBHbIAN XapakTep, He NogKPEenJIeHHbIN peasibHOM U Aaxke NoTeHUWasribHON
BO3MO>XHOCTbIO OCYLLLECTBUTb NPOBO3r/lalleHHble HAaMepPeHMs, OHN B OCHOBHOM
UMELOT 3anyrmnBaoLWnNi XapakTep;

e BEpOATHbLIE - TaKMe Yyrpo3bl, 3a OCyLLEeCTB/IEHNEe HEKOTOPOro KOMIJieKca yCJ10BUn
obs3aTenbHO cocToATCA. MpumepoM MoxXKeT BbITb 00bABNEHME aTaku
MHGOPMaLMOHHLIX pecypcoB cybbekTa obecneyeHnsa HaunoHanbHOW 6e3onacHoCTH,
KOTOpOe npeallecTByeT CaMON aTake;

e CJZlyHalHble - TaKnMe yrposbl, 3a OCyLeCTB/IeHNe HEKOTOPOro KOMIJieKca yCJ10BUIn
KaXXAbl pa3 NpoTeKaeT Nno-pa3HOMY. Yrpo3bl TakKoro yYpoBHA NpaBuUSibHO
aHaN3NpPoBaTb C MOMOLLbIO METOA0B UCC/IeJ0BaHMNA onepauuin, B o0CobeHHoCTHn
TEOopUN BEPOSATHOCTEN U TEOPUN UTP, KOTOPbIE N3Y4aloT 3aKOHOMEPHOCTU B
CNyYanHbIX ABNEHUSX.

1o ypOBHIO feTepMUHU3MA:

e CJZlyYalHble - TaKNe yrpo3bl, KOTOPbIE MOTYT UM HE CAYYUTbLCA, MO0 CNy4YnThCS;
e 3aKOHOMEpPHbIE - TaKme yrpo3bl, KOTOPbl€ HOCAT MOBTOPSAIOLWMNNCSA, YCTONYUBbLIN
XapakTep, Bbi3BaHHbIN 06 bEKTUBHbLIMN YCAOBUAMU PAa3BUTUA N CYLLLECTBOBAHUSA



CcucTeMbl MHGopMaummoHHon 6e3onacHocTu. Tak, Hanpumep, nobon cybbekT 3HB
byneT noaBepraTbCs MHPOPMALMOHHBIM aTakaM, eC/in B HeM He paboTaeT, nau
paboTaeT He Ha LO/IKHOM YpoBHe cucteMa obecnevyeHna NHOOPMaLNOHHOMN
be3sonacHocCTK;

1o 3Ha4YeHuto:

e [NOMNYCTUMbIE - TaKMe Yrpo3bl, KOTOPbIE HE MOryT CO34aTb K KOMJ1ancy CUCTEMbI.
MpnmepoM MoryT 6bITb BUPYChI, HE MOBPEXAAOT NPOrpaMmbl NyTeEM UX
YHUYTOXXEHUS;

e HEJOMYCTUMBbI - TaKUe yrpo3bl, KOTOpbIE:

1) MoryT B C/ly4ae UX NPUMEHEHMNS NPUBECTN K CUCTEMHOM AecTabunmsaumnm cucTemsl 1
KoJnancy;

2) MOryT NMpMBeCTU K U3MeHeHUsAM, He COBMeCTUMbIX C NnocaenyoLwmM cyuecTBOBaHNEM
CHB. Tak, Hanpumep, Bupyc "un love you", Bbi3Ban NoBpexXAeHUSA KOMMNbIOTEPHbIX CUCTEM
BO MHOIMMX ropodax Mmpa, n HaHec obwmnn yuwepd okono 100 000 000 gonnapos CLUA.

Mo CTPYKType BO3OENCTBUS:

CTPYKTYPHbIE - YrpO3bl, KOTOPbIE BJUSAIOT Ha OTAEJ/IbHblE€ CTPYKTYpPbl CUCTEMBI. Takue
Yrpo3bl TAKXXe OMacHbl, 0IHOBPEMEHHO OHUN KACalTCSA CTPYKTYPbl OTAE/bHbIX OPraHoB
rocyaapCTBEHHON BJIACTU UJIN UX KOMIMOHEHTOB;

CUCTEMHbIE - YIpo3bl, BAMSIOLLME Cpa3y Ha BCe coCcTaBnsawlme snemeHTbl cybbekTa 3HB.
3T0 BAUSAHNE 0653aHO OCYLLLECTBAATLCSA OJHOBPEMEHHO B HECKOJIbKUX Hanbonee BaXKHbIX
N ya3BUMbIX MecTax. [na cybbekTa 3HB 3To MoXXeT ObIThb LieNieHarnpaB/ieHHasn
AnckpeanTaums nx paboTHUKOB Yepes paanosellaHue, TenesnaeHne, MHTepHeT,
nevyaTHble CpeacTBa MAacCoOBOW MHGOPMaLIMN.

3J/IeMeHTHbIE - Yrpo3bl, BAMAOLWME Ha OTAEJ/IbHblEe 3/1IeMeHTbl CTPYKTYpPbl CUCTEMbI. Takue
Yrpo3bl HOCAT NOCTOAHHbLIA XapakKTep N MOryT BbITb ONACHbIMW TOJIbKO NPU YC/I0BUMK
HeonpaBAAHHOI0 UM HEI(PEKTUBHOCTU NX MOHUTOPUHra. Tak, Hanpumep, B CBoe
BpeMs, B KoHLe 60 rogoB XX Beka, Korga B ITanun nencTtesoBasiv Tak Ha3biBaeMble
"KpacHble bpuragbl", BacTb He yaenssia 60/bwWoro BHAMaHUA ENCTBUAM TEPPOPUCTOB,
KOTOpble CHa4vaJsia yrpox>kanu, a 3aTeM Havanun pusnvecku TIMKBUONPoOBaTb BCeX Cyaen,
KOTOpble BbIHOCUIN OBBMHUTENbHbLIE MPUrOBOPbLI TEPPOPUCTAM. XKepTBOMN HeaAeKBaTHOMN
N XaNaTHOCTU OLEHKN MHPOPMALMOHHOM Yrpo3bl CTas N Ha TO BPeMs 3KC NnpemMbep-
MUHUCTP NTanun Anbno Mopo, KOTopbi Obl1 NpegynpexXXaeH 3apaHee 0 HanageHuu,



OLHOBPEMEHHO BJIaCTU HEe MPUHANN COOTBETCTBYIOLLMX Mep U OH OblN1 MOXULLEH, @ 3aTeM
n ybuT. To )Ke camoe OTHOCUTCS K COBbITUSM C COBEPLUEHMEM aKTOB Teppopm3ima 11
ceHTabpa 2001 r.

Mo xapaKTepy peannsauunmn:

e MOTEHUMaNbHbIE - aKTUBU3ALMSA arOPUTMOB AecTabunmnsaumm BO3MOXXHa Npu
HEKOTOpPbIX YC/IOBUAX Cpenbl PYHKLMOHMPOBAHNA OpraHa rocy4apCTBEHHOro
ynpaBJIEHNS;

e peasibHble - aKTUBM3aLNS aNropuTMoB AecTabuamsaumm cHNTaeTCcs Hen3beXXHOM U
He OrpaHMYeHa NPOCTPAHCTBEHHON AENCTBUEM N BPEMEHHbLIM NHTEPBAJIOM;

e MHUMbI€E - MCEBAOAKTUBU3ALMSA aNropuTMOB AecTabunnsaunm, nam akTuemsaums
TaKMX aJirOPMTMOB, MO HEKOTOPLIM MPU3HAKaM CX0XWN C MeTo4aMu
nectabunmnsaymm, HoO TaKOBbIMU HE SBNSAIOTCS;

e OCYLLECTBJ/IEHbI - TaKNE Yrpo3bl, KOTOPbIE BOMOLLEHbI B XKN3Hb.

[10o OTHOWEHWIO K HUM:

e CyOGbEKTMBHbIE - MHOXXECTBO (PaKTOPOB 06 bEKTUBHOW AENCTBUTENBHOCTU, KOTOpPas
cYMTaeTCs cybbekToM yrnpaBieHus cuctemon 6e3onacHoOCTN yrpo3oi. Mpu Takom
c/ly4ae 3HA4YMMYIO POJib B OnpesesieHnN TexX N UHbIX PaKTopPoB 1 06CTOATENLCTB
nrpaeT Bosis CybbekTa ynpaBsieHUs, U MPUHUMAET HernocpeacTBEHHOE peLlleHne o
npenocTaB/IEHNN CTaTyCca UM MOEHTUMUKAUUK TeX NN OPYrnx cobbiTuin B
KavecTBe yrpo3 6e3onacHocTH.

e 0O0BEKTUBHbLIE - TAKNE Yrpo3bl, KOTOPbIE MOATBEPXKAAOTCA COBOKYMHOCTbIO (haKTOB
N 06CTOATENLCTB, 06 bEKTMBHO XapaKTepPMU3YIOLMX OKPY>XaloLLLYo cpeay;

Mo 06bekTy BO3AENCTBUS:

e Ha YyeJsioBeKa;
e Ha rocyaapcTBO;
e Ha obuiecTBO.

Mo dpopMmamM 3aKpenneHuns:

e HEHOPMATUBHbIE - CYLLECTBYIOT 00 bEKTUBHO, HO HE CYUTAOTCH OCO3HAHHbBIMU
BbICLLUUM MOJINTUYECKMM PYKOBOACTBOM roCy4apCTBa U He HaLLN aleKBaTHOro
OTPaXkeHns B HOPMATUBHOW CUCTEME rocyAapcTBa;

e HOPMATUBHbIE - OPULINANIBHO NMPU3HAHBI U 0CO3HAHHbIE KAaK B HOPMATMBHbIX akTax
CTpaHbl.



Takum obpa3oM, nepeymncrieHHble BUObl yrpo3 MHPOPMALMOHHON 3alWNThl HE AatoT
NMOJIHOrO NMpeAcTaB/IeHNs O COCTaBe yrpo3 MHHPOPMaALMOHHONM 3aLLNTbI, MO3TOMY AAHHbIN
BOMpPOC HeobxoaMMO pacCMOTPETb B C/leAyloLLLEM pa3gene.

2.2 CocTaB yrpos sawuuwiaeMmom mHcpopMmauum

ECTb TpM pa3HbIX NoAxXo4a B MAeHTUMMKaLNN Yrpo3, KOTOpble BKJIOYaloT B cebs
cnepymoulee:

1. yrposa TpakKTyeTCs KaK aBJsieHne (cnydam, cobbiTue nam Bo3MOXKHOCTb MX
rnosiBIeHNE), pe3y/ibTaTOM KOTOPbIX MOryT BbITb HEXXeNnaTesibHble BO3AENCTBMSA Ha
NHpopMauunio;

2. yrposa paccMaTpuBaeTCs KaK NoTeHLMasibHO CyLecTBYoLWasa cMTyaumns
(onacHOCTb, BO3MOXXHOCTb) HapyweHusa 6e3onacHOCTU MHGopMaLunm, Npm 3ToM
6e30nacHOCTb MHpOPMaLMK NMoapa3yMeBaeT, 4TO MHPOPMALNA HaXOOUTCA B TAKOM
3aWNLWEHHOM BMae, KoTopas cnocobHa NPOTUBOCTOATL Nt0ObLIM
aectabunmsnpyrowmm BO3geNCTBUAM;

3. yrposa onpegfenseTcs Kak NoTeHUMasIbHO BO3MOXXHbIE W peasibHble AeNCTBUS,
UNn yCcnoBusA, NpuUBoAsLLME K TON NN NHOWN hopMe NMPOSABNEHNS YA3BUMOCTU
WHopMaLUmnN.

Jliobas yrpo3a He CBOAMTCA K YEMY-TO OJHO3HA4YHOMY, OHa COCTOUT N3 HEKOTOPbIX
B3aUMOCBS3aHHbIX KOMMOHEHTOB, KaXKbl U3 KOTOPbLIX caM Mno cebe He NpeacTaBnaeT
yrpo3sy, Ho aBnseTcs eé YyacTblo. CamMa yrpo3sa rnosiB/ISeTCS TOJIbKO NPU COBOKYMHOM MX
B3aUMOOENCTBUMN.

Yrpo3bl 3aWmiaeMon HopMaLmn CBA3aHbl C €€ YyA3BMMOCTbIO, TO eCTb
HecnocobHOCTbO NHOPMaLUN CaMOCTOATESNIbHO NPOTUBOCTOATL AecTabunmsnpyowmm
BO34ENCTBUAM, HapyLlalwWwmm eé cTaTycC. A HapyLleHune cTaTyca 3almuiaemMon
NHOPMaLLMM COCTOUT B HapyLUeHUN eé Pn3NYeCKON COXPaHHOCTWN, AOCTYMNHOCTU ANA
MPaBOMOYHbIX MOJIb30BaTesIeN, COOEPKAHUA U IOrNYeCKOW CTPYKTYpPHbI,
KOH(MOEHUMANbHOCTN (3aKPbITOCTU A1 MOCTOPOHHUX JINL), N Bblpa>kaeTcs Yyepes
wecTb hopM NposaBJIEHNA YAZBUMOCTU NHGPOPMaLUN.

Mpexnae BCero, yrposa A0J/KHa UMeTb Kakne-To CYLHOCTHble NposiBNeHus, a ntoboe
NposiBIEHNE NPUHATO KNaccnpuumpoBaTb ABJIEHUEM, MO3TOMY, OAHMM U3 MPU3HAKOB
BMeCTe C TeEM OHOW N3 COCTABASAKOLWMX Yrpo3 AO/HKHO BbITb SABNEHME.



B ocHoBe ntob0oro siBneHns nexxaTt CoCTaBAAOWME NPUYMHBI, KOTOPbIE SBNAIOTCS €ero
OBUXKYLLEN CUNON N KOTOPbIE B CBOKO o4epedb 00yC/I0BNEHbI HEKOTOPbLIMU
npeanocbiiIKkamMmm nnm obctosTenbcTBamMu.

ITn 06CTOATENLCTBA U MPUYNHBI OTHOCATCSH K hakTopaM, CO34atloLLMM BO3SMOXKHOCTb
nectabunmnsnpytowero Bo3gencTema Ha MHopMaLuuio.

Taknm obpa3oM, hakKTopbl CHUTAKOTCA €€ 0QHUM MPU3HAKOM N COCTaBAAOLWEN YIrPO3bl.

Eweé oaHMM o0cobbiM NPU3HAKOM Yrpo3bl CHUTAETCSA €€ HanpaB/IeHHOCTb, TO eCTb UTOr, K
KOTOPOMY MOXKET NpuBECTN gecTabunumsmpytoliee Bo3gencTeme Ha MHGQOPMaLuto.

Yrposa 3awmuwaemMmon nHopMaymm - MHOXKECTBO SIBJIEHUWN, YCI0BUN U (PaKTOPOB,
co3fatowmx onacHOCTb HapyLweHns ctaTyca nHhopmaumnn.

ANna packpbITUA CTPYKTYPbI YIPO3 HY>XHO MPU3HAKN Yrpo3 KOHKPETU3NpoBaTb
cofep)xaTesibHOM YacTblo, KOTOPble B CBOK o4epelb 0053aHbl PacKpbIiTh XapakKTep
(haKTOpPOB M ABNEHUN, ONpefesinTb N3 COCTaBa U COCTaB YC/I0BUN (PUCYHOK 3).

CYWHOCTb NMPOYABJTIEHNA YIPO3bI
Buabl gectabunmsnpyroLlero Bo3aencTBna Ha nHopMaLuto (Kakum obpa3om)

NcTo4YHUK gectabunnsvpyowero Bo34eNCTBUS Ha MHPOPMaLKUIO (0T KOro nan 4ero
NCXOOAT 3TN BO3OENCTBUSA)

Cnocobbl gectabnnnsnpytowiero BoO34eNCTBnsA Ha MHGoOpMaLnIo (KakuMmn npnémamu,
AEeNCTBUAMUN OCYLLECTBIAITCA U peanm3yoTcsa Buabl gectabunmsmpytowero
BO34enNCTBUSA)

PncyHok 3. CyWHOCTb NPOSABJ/IEHNA YIPO3

K hakTOpamM KpoMe 0B6CTOATENbCTB U MPUYNH HY>)KHO OTHECTU Hannyme MeTo40B U
KaHaJI0B HECAHKLMOHUPOBAHHOIO A0CTYMa K KOHpUAEHUNaIbHON nHpopMauun ans
BO34ENCTBUA Ha MH(OPMaLNIO CO CTOPOHbI JIUL, HE MMEIOLLNX K HEW pa3peLlléHHOro
nocTtyna.

AHanuns yrpos nHgopmaumoHHon 6e30nacHOCTN NO3BOJISET BbIAEINTb COCTaBNSAOLWME
COBPEMEHHbIX KOMMbIOTEPHbIX YIPO3 - UX NCTOYHUKU U CUJIbl, KOTOPbIE OBUXXYT, CNOCOObI
N nocnencTensa peanansaumn. AHaNnU3 NCKAIOYNTENbHO BaXKeH 418 NoJlyYeHns BCen
HeobxoammMmoun nHpopmMaumm 06 MHHOPMALMOHHLIX Yrpo3ax, onpeaesneHns
NOTEHUMaNbHON BeNN4YUHbI yulepba, Kak MaTepuanbHOro, Tak U HeMaTepuanabHOro, u



BbIpabOTKM afleKBaTHbIX Mep NPOTUBOAENCTBUS.

Mpu aHanmse yrpo3 MHMoOpPMaLMOHHON 6e30MNacHOCTU UCMOb3YIOTCA TPU OCHOBHbIX
MeTona:

e MpsMas d3KCNepTHas OLUEHKa;
e CTAaTUCTUYECKNN aHaNU3;
e (paKTOPHbIN aHaNU3.

PaccMoTpuM npuBeaeHHbie MeToabl NoapobHee:

[NpamMasa sKcnepTHasa oueHkKa. MeTof 3KCMepTHbIX OLEeHOK OCHOBaH Ha TOM, 4YTO
rnapamMeTpbl Yrpo3 3a4at0TCA dKCNepTaMn. IKCNepThl onpenensaioT nepevyHn napamMeTpos,
XapaKTepusywLmnx yrpo3sbl MHPoOpMaLMOHHON Be30nacHOCTU, N AT CybbeKTUBHbIE
KO3(p(PpULUMNEHTbI BaXXHOCTU Ka)XA0ro napamMmeTpa.

CTaTUCTUYECKMM aHaNn3 - 3TO aHan3 NMHPOPMALIMOHHbIX YIPO3 Ha OCHOBE HAKOMJIEHHbIX
AaHHbIX 06 MHUMAEeHTax MHHOPMaLMNOHHON 6e30MacHOCTN, B HaCTHOCTM, O YacToTe
BO3HUKHOBEHWS Yrpo3 onpeneneHHoro Tnuna, X MCTOYHUKKN U MPUYNHBbI yCnexa nan
Heycnexa peannsaunn. Hanpmmep, 3HaHWE YaCcTOTbl MOSAB/IEHUS YIPO3bl MO3BONAAET
onpenennTb BEPOATHOCTb ee BO3HUKHOBEHMS 3a ONpeaeneHHbIN MPOMEXXYTOK BPEMEHM.
Ona a3cheKTUBHONr0 NPUMEHEHNSA CTaTUCTUYECKOro MeToga HeobxoAMMO Hann4mne
noctaToyHo 6onbworo no o6vemy 6asbl faHHbIX 06 MHUMAOEHTaX. Hy>)KHO OTMeTUTb eule
oaHO TpeboBaHMe: NpM NCNOJIb30BaHUN 06beMHbIX 6a3 He0bXoANUMbIE NHCTPYMEHTbI
0600LeHNa fgaHHbIX 1 BbiiB/ieHNs B Ba3e y)Ke n3BeCTHOW N HOBOW MHMOpMaLnn.

AHa/IM3 OCHOBAH Ha BbIAABJIEHNN (DaKTOPOB, KOTOPLIE C OI'Ipe}J,EJ'IeHHO|7I BEPOATHOCTbIO
BeOyT K peasin3aunm yrpos m Ttex nianm NHbix HeraTuBHbIX rnocnencTBun.

TakuMn pakTopamm MOryT ObITb HaIM4YME NPUBJIEKATENbHbLIX 015 KNbepnpecTynHUKOB
MHPOPMALMOHHbLIX aKTUBOB, YA3BMMOCTU, BbICOKU YPOBEHb BUPYCHOMN aKTUBHOCTW BO
BHELlHen cpeage n T. 4.

MOCKOJIbKY COBPEMEHHbIE MHPOPMALIMOHHbBIE CUCTEMbI BAIUSIOT MHOXXECTBO (DAaKTOPOB,
06bIYHO NCMOMIb3yeTCs MHOMOPaKTOPHbIN aHaNNn3.

Kak npaBusio, CUCTEMbI YNPaBJIEHNSA COCTOAT U3 CEeAYIOLLNX OCHOBHbIX CTPYKTYPHO-
(PYHKLMOHANbHbIX 3JIEMEHTOB:

e paboynx CTaHUNI - OTAENbHbIX 3/IEKTPOHHO-BbIYNCANTENbHbBIX MalLWH (Qanee -
3BM) nnn TepMnUHaNoB CeTU, Ha KOTOPbIX peasin3ytTca aBTOMaTU3NPOBaHHbIE



pabo4yne mecTa nonb3oBaTenen (aboHeHTOB, onepaTopoB) cepBepoB (cny>kb
hannos, nevyaTtun, 6a3 AaHHbIX U T.M.) HE BblANIE€HHbIX (UX BblAESIEHHbIX, TO €CTb He
COBMeLeHHbIX € paboyMm CTaHUNAMU) BbICOKOMPOU3BOANTENbHbIX DBM,
npefAHa3HAYeHHbIX AN peannsaunm PyHKUNIA XpaHeHNs, nedyaTn OaHHbIX,
obcnyxmneaHue pabo4mx CTaHUUN CETU U T. N. AENCTBUN,

e CETEBbIX YCTPONCTB (MapLIpyTM3aTOPOB, KOMMYTaTOPOB, LUJIO30B, LLEHTPOB
KOMMYyTaLNN MakeToB, KOMMYHUKALMOHHbLIX 9BM) - anemeHTOB, obecneymBatoLLmx
coeMHEeHNEe HEeCKOJIbKUX ceTen nepefadvn OaHHbIX, NWIN HECKOJIbKUX CErMeHTOB
OOHOM 1 TOW Xe CeTU, BO3SMOXKHO, MMel0T pa3/inyHble MPOTOKOJIbl B3aUMOLENCTBUS;

e KaHaJIOB CBA3U (/IOKaNbHbIX, TeNedOHHbIX, C Y3/laM/U KOMMyTauum n T. 4.).

Pabo4ne cTaHunm ABNAOTCA Hanbosee AOCTYNMHbIMUA KOMMOHEHTaMWN CETEN N MMEHHO U3
HUX MOryT BbITb NPUHATLI Hanbosiee MHOrOYMNC/IEHHbIE MOMbITKU COBEPLUEHUNSA
HEeCaHKLMOHUPOBAHHbLIX OENCTBUN.

C pabo4ynx CTaHUMN OCYLLeCTBNAETCS ynpasieHne npouyeccamm obpaboTku
WHopMaL MK, 3anyCcK NporpamMm, BBOAa U KOPPEKTUPOBKU AAHHbIX, Ha AUCKax paboyunx
CTaHUMM MOTYT pa3MeLlaTbCs BaXKHble faHHble U nporpamMmbl 06paboTkn. Ha MOHUTOPLI
N nevyaTasa ycTponcTea pabo4ymx ctaHuun, BbIBOAUTCA MHpopMauunsa npmn pabote
nosib3oBaTesien (onepaTopoB), BbIMOJIHAOLWMX pa3indHble PYHKLUN N UMEIOT pa3inyHble
NOJIHOMO4YMSA MO AOCTYNY K AAaHHBIM N OPYTrUX pecypcoB cnctemMbl. MMeHHO Ha pabo4mnx
CTaHUUAX OCYLLEeCTBAASTCH BBO4 UMEH 1 Nnaposien nosib3oBaTesIgaMu.

MosToMy paboyme cTaHUUN OOJIKHbBI ObITh HAAEXHO 3alluLeHbl OT AOCTYyNa
NMOCTOPOHHUX NNL, U COAEP»XXaTb CPeACTBa pa3rpaHnNyeHns 4ocTyna K pecypcam co
CTOPOHbI 3aJ1eK/ITapUPOBaHHbIX NOJIb30BaTeNEN, UMELWMX Pa3SINYHble MOJIHOMOYUS.

KpoMe Toro, cpeacTtsa 3alinThbl 40J/DKHbI NpefoTBpallaTh HapyLweHUs HOpMasibHOMN
HacTponKn (KoHpurypaummn) paboymx CTaHUN N PEXXNMOB UX PYHKLNOHNPOBAHNS,
Bbl3BaHHble HernpegHaMepeHHbIM BMeLaTe/lbCTBOM HEOMbITHbIX (HEBHUMATEJ/IbHbIX)
nosib3oBaTtenen ocobonm 3ainTe HY)XKOAOTCA Takmne npueBseKkaTesibHble s
3/10yMbILLIJIEHHUKOB 3/IEMEHTbI CETEN KaK CepBepbl U CeTeBbIE YCTPONCTBA.

MepBble - Kak KOHUEHTPaTOopPbl 60/bLLINX 06EMOB MHMOPMALIMN, BTOPbIE - KaK
3/1IEMEHThI, B KOTOPbIX OCYyLLLeCcTBAseTCS Npeobpa3oBaHme (BO3MOXKHO Yepes OTKPbLITYIO,
He3alWngppoBaHHY opMy NpeacTaB/IeHNS) AaHHbIX MPW COrJlacoBaHMM NPOTOKOJIOB
obMeHa B pa3/IMYHbIX Yy4acTKax CeTH.

BnaronpmnaTtHoOM ons nosbileHNA 6e30NacHOCTN CEPBEPOB M CETEBbLIX YCTPOWCTB
0bCcTOATENBbCTBOM ABNAETCA Ha/IM4YMe BO3MOXKHOCTEN NX HaOe)XXHOW 3aluThbl



dhur3nyecknmm cpeacTsamMmm N oOpraHN3aLMOHHLIMKU MEPaMun B CUJTy UX BblOENEHNS,
Mo3BONISIET COKPATUTb A0 MUHUMYMa HYMCI0 1L U3 NepCoHaNa, KOTopble UMEIDT
HenocpenCTBEHHbIN AOCTYMN K HAM. VIHbIMK cnoBaMu, HEMNOCPEACTBEHHbIE C/lyYalHble
BO3OENCTBUS NepCcoHaNa N yMblILLIEHHbIE IOKaJIbHble AENCTBUSA 3/10YMbILLUJIEHHUKOB Ha
BblAEeJIEHHbIE CEPBEPLI N CETEBbIE YCTPONCTBA MOXKHO CYMTaTb ManoBeposTHbIMU. Ho,
BCe 6oJsiee pacnpoCTPaHEHHbLIMU CTAaHOBATCS MaCCMPOBaHHbIE aTakKN Ha CEpPBEpPbI U
ceTeBble YCTPONCTBa (@ Tak »Xe 1 Ha paboyme CTaHUMM) C NCNOSIb30BAaHNEM CPencTB
yOanNeHHOro 4ocTyna. 34eCb 3/I0yMbILLUIEHHUKN, MPeXAe BCero, MoryT UckaTb
BO3MOXXHOCTW MOBAUATL Ha paboTy pasnyHbix noacnuctem paboymx ctaHuum, CepBepoB
N ceTeBbIX YCTPOWCTB, NCMONb3ysa HEAOCTAaTKM NMPOTOKON0B obMeHa AaHHbIMU 1 CPEACTB
pa3rpaHNYeHmnsa yaaseHHoro AocTyrna K pecypcam 1 CUCTEMHbIX Tabnuu,.
Ncnonb3oBaTbCA MOryT BCE BO3SMOXHOCTU U CpeaAcTBa, OT CTaHAAPTHbIX (6e3
MOANMPUKALUMN KOMMOHEHTOB) A0 NOAK/IIOYEHUS CNeunasbHbIX annapaTHbIX CPeacTB
(kaHanbl, Kak NpaBuno, cnabo 3awmueHbl OT MOAKIYEHUSA) N MPUMEHEHUNSA
cneynannsnpoBaHHbIX MPOrpamMm A5 NPeonosieHns CUCTEMbI 3aLlmnThl. [pnBeaeHHoe
BbllLUE HEe 3Ha4yaT, 4TO He ByaeT MOoNbITOK BHEAPEHMS annapaTHbIX N NPOrpPaMMHbIX
3aKJlafloK B CaMble CeTeBble YCTPOMNCTBA N CEPBEPDLI, KOTOPbIE OTKPbLIBAIOT LUMPOKME
AOMNOJ/IHUTENIbHbIE BO3MOXXHOCTW MO HECAaHKLUMOHMPOBAHHOMY yAa/IEHHOro AOCTYyna.
3aknagkm MmoryT 6biTb BHEAPEHbI KaK C YAa/leHHbIX CTaHUUN (C NMOMOLLbIO BUPYCOB NN
WHbIM cNocoboM), Tak N HENOCPeOCTBEHHO B annapaTypy M NporpaMMbl CEPBEPOB MPU MUX
peMoHTe, 06CNy>XKnBaHUN, MOOEPHU3ALMN, Nepexo Ha HOBble BEPCUM MPOrpPaMMHOro
obecne4yeHuns, nameHeHnmn obopyanoBaHus.

KaHanbl n cpeacTBa CBA3M TakXe HYy)XAalTca B 3awmTte. B cnny 6onbluon
NPOCTPAHCTBEHHOM MPOTSXXEHHOCTU IMHNI CBA3M (Yepe3 HEKOHTposmpyemyto nam cnabo
KOHTPOJINPYEMYIO TEPPUTOPUIO) NPaKTUYECKN BCerga CylecTsyeT BO3MOXHOCTb
NOAKJIIOYEHUS K HAM, WX BMeLlaTesIbCTBa B NMpoLuecc nepenadn gaHHbIX KOTopble
OTKPbIBAIOT LWMPOKNE AOMOJHUTENbHbIE BOSMOXXHOCTN N0 HECAHKLWOHNPOBAHHOMY
yOasieHHOro AocTtyna. 3akaaakm MoryT ObiTb BHEAPEHbl Kak C YAalleHHbIX CTaHUun (C
MOMOLLbIO BUPYCOB UM UHBIM CNOCOBOM), TakK M HENOCpeACTBEHHO B annapaTypy u
NporpaMmbl CEPBEPOB MPU UX PEMOHTE, 06CNY)XMBAHUN, MOAEPHM3ALMN, Mepexon Ha
HOBble BEPCUU NMPorpaMMHoOro obecneyeHuns, nameHeHun obopynoBaHus.

3aKJso4yeHue

B cBSI31 C pa3BUTMEM MHPOPMALIMOHHBIX TEXHONOM A 1 KOMMbOTEPU3ALMEN SKOHOMUKU
OJIHUM 13 Ba)KHENLLINX BOMPOCOB B AeATE/IbHOCTU KOMMaHUM CTaHOBUTCS obecnevyeHune



NHopMaLMoOHHON Be3onacHOCTK.

NHdopMaLms - 3To 0ANH N3 CaMbIX LIEHHbIX U Ba)>XHbIX aKTUBOB J1t0O0ro NpeanpuaTms n
NoJ»KHa 6bITb Haanexawmm obpa3om 3aLlnLLeHA.

Takum obpa3oM, nHdpopmaumoHHasa 6esonacHocTb (information security) - coxpaHeHune
KOH(pUAEHUMANbHOCTN, LeNIOCTHOCTU U AOCTYNHOCTN MHpOPMALLMK; KpOMe TOro, MoryT
YYUTbIBATbCA APYrmne CBONCTBA, TakKMe, Kak ayTEHTUYHOCTb, NPOCEXNBAEMOCTb,
HEeONPOBEPXKNMOCTb N HALEXHOCTb.

NHdpopmaumnoHHasa 6e30nacHOCTb - 3TO COXPaHeHne 1 3aWmTa MHPoOPMaLnK, a TakxXe ee
Ba>KHeNLnX 371IeMeHTOB, B TOM 4Yncie cnctemol n obopynoBaHue, npegHasHa4YeHHble a4
NCnosib3oBaHUA, cbhepexxeHnsa n nepegaym 3Ton nHpopmauun. pyrumMmm ciosamm, 310
Habop TexHosornm, CTaH4apToOB U METOLO0B yNpaBJieHUs, KOTopble HeobxoanMbl oNns
3aWKnTbl MHPOPMaLUMOHHON 6e30NacHOCTM.

Llenb obecnevyeHuns nHpopmaunoHHOM 6€30nacHOCTU - 3aWNTUTb MHPOPMALLMOHHbIE
OaHHble U NoOLAEePXXNBAKOLLYIO MHPPACTPYKTYPY OT CAyHanmHOro uam npegHaMepeHHoro
BMeLlaTeNbCTBa, YTO MOXET CTaTb MPUYMHOW MNOTEPU OAHHbLIX UK UX
HeCaHKUVWOHUPOBAHHOIO n3MeHeHus. NHpopMmaumoHHaa 6e3onacHOCTb NnoMoraeT
obecne4yunTb HeMpepbIBHOCTL BU3Heca.

Ins ycnewHoro BHegpeHns cnctem nHpopMaunoHHon 6e30nacHOCTM Ha NpPeanpusaTun
HeobxoOMMOo NpUaAepPXMBaTbCA TPEX rNaBHbIX NPUHLNMNOB:

1. KOHPNOEHUNaNbHOCTb;
2. UenoCTHOCTb;
3. OOCTYMHOCTb.

Yrpo3bl UHPOPMALMOHHON 6E30MaCHOCTY MOXKHO pa3fiennTb Ha creayloline:

1. ecTecTBEHHbIE;
2. UCKYCCTBEHHbIE;
3. BHYTpeHHue

4. BHelHue.

CpencTBa 3aWnTbl MHPOPMaLMOHHON 6€30NacHOCTN — 3TO Habop TEXHUYECKNX
npucnocobsneHnn, ycTponucTe, NpubopoB pas/IM4YHOro XxapakTepa, KoTopble
NPenAaTCTBYIOT yTe4yke MHpopMaLmm N BbINOJHAIOT (PYHKLUIO ee 3alnThl.



Mpobnembl 3aLWLKUTbl OT MHPOPMALIUN CYLLECTBEHHO CNOXHEe NMpobnemsl 3alnThbI
NHopMaL MK, MOCKONbKY Yrpo3bl OT MHpOPMaL MK Ype3BblHalHO pa3Hoobpa3Hble, Ux
B/IMSIHNE He BCerga o4eBuUAeH, OH OCYLLECTBASAETCA HAMEPEHHO, N3SLWLHO N KOBApHO, a
npenoTBPaLLEHNS 3TUX YIPO3 U HENTpanmn3aumsa TpebyoT pa3InyHbIX HEOPANHAPHbIX
nencTeuin. MHopMauUNOHHbIE Yrpo3bl ABAAETCS C/IOXKHbLIM MepapXNYeCcKnM
obpa3oBaHMEM C MHOXKECTBOM Pa3HOYPOBHEBLIX CBSI3EN, UX BINSHME Ha YEeI0BEKA
KOMMMJIEKCHO 1 pa3HoobpasHo.

CnuUcoK ucnoJsib30BaHHOM NUTEepaTypbl

10.

11.

12.

. FacpHep, B. B. NHdpopmaunoHHasa besonacHocTh / B.B. NadHep. - M.: ®eHunkc, 2017. -

336 c.

. 'pnwmHa, H. B. UHhopMmaumoHHaa 6e3onacHoOCTb NpeanpuatTus. YyebHoe nocobue /

H.B. NpuwwunHa. - M.: ®opym, 2015. - 240 c.

. NHhopmaunoHHasa 6e30nacHOCTb OTKPbITbIX CMCTeEM. B 2 Tomax. Tom 1. Yrpossl,

YA3BMMOCTU, aTakn 1 noaxonbl K 3awmte / C.B. 3ane4yHnkoB u gp. - MockBsa:
MawwunHocTpoeHue, 2016. - 536 c.

NHpopMaunoHHasa 6e30nacHOCTb OTKPbLITLIX cucTeM. B 2 Tomax. Tom 2. CpefactBa
3awunThl B ceTax / C.B. 3ane4yHunkoB u ap. - MockBa: Hayka, 2017. - 560 c.

. NHdopMaumoHHas 6e30MacHOCTb CUCTEM OPraHU3aLMOHHOI0 YNpaBeHUS.

TeopeTnyeckme ocHoBbl. B 2 Tomax. Tom 1. - M.: Hayka, 2016. - 496 c.

MenbHuKoB, B. M. NH(hopMaunoHHasa 6e3onacHOCTb 1 3awwmTa nHpopMaumm / B.11.
MenbHukos, C.A. KnenmeHos, A.M. lNeTpakos.. - MockBa: MawunHocTpoeHune, 2014. -
336 c.

. MapTtbika, T. J1. NHpopMmaunoHHasa 6e3onacHocTb / T.J1. MapTeika, U.WU. Monos. - M.:

®opym, NHppa-M, 2012. - 368 c.

. MapTbika, T.J1. NHhopmaunoHHasa 6besonacHocTb / T.J1. NapTbika, N.L. Monos. - M.:

NHDPA-M, 2012. - 368 c.

. CanbHasg, J1. K. AHFIMNCKNIA 93bIK A9 CneynaancToB B 061actn MHpopMayMoHHOW

besonacHocTun / J1.K. CanbHasg, A.K. LLinnos, KO.A. Koponesa. - M.: F'ennoc APB, 2016.
- 208 c.

CtenaHos, E.A. NHdopMaunoHHasa 6e30nacHOCTb U 3aWwmTa nHpopMauumn. YyebHoe
nocobue / E.A. CtenaHos, N.K. KopHees. - M.: UHOPA-M, 2017. - 304 c.

®epopos, A. B. NHpopMaynoHHaa 6e€30nacHOCTb B MMPOBOM MOJINTUYECKOM
npouecce / A.B. ®epnopos. - M.: MTMMMO-YHusepcuTteT, 2016. - 220 c.

INFOBEZ-EXPO — MeXAyHapoAHas BblCTaBKa-KOH(epeHUna [D1eKTPOHHbIN
pecypc]. — 2013. — Pexum goctyna: \www/ URL: http://infobez-expo.ru/



13.

14.

15.

16.

17.

18.

NHpopmaumnoHHas 6e3onacHOCTb BulHeca [N1eKTPOoHHbIN pe cypc]. — 2012, —
Pexxum poctyna: \www/URL: http://www. kaspersky.ru/other/custom-
html/brfwn/Bezopasnost_Screen.pdf

ABepyeHkoB, B. . ®opmannsauma npouecca Boibopa cocTaBa cpencts obecneyeHuns
be3onacHOCTN Ha obbekTe 3awnThl [TekcT] / B. . ABepyeHkos, M. HO. PbiToB, T. P.
FanHYyNNH /[ BECTHNK KOMMbIOTEPHbIX U MHPOPMALMOHHbIX TexHonornm, — 2010. —
Ne 11. — C. 45-50.

CynaBko, A. E. TexHOonornm 3awnTbl OT BHYTPEHHUX YIrpo3 MH(popMaLMOHHOW
6e3onacHocTu [TekcT] / A. E. Cynasko // BecTHuk CnbAd. — 2011. — Ne 1(19) — C.
45-51.

NHcanpepckue yrposbl B Poccum 2009 [DneKTpoHHbIN pe cypc]l. — 2009. — Pexxum
poctyna: \www/URL: http://www.
perimetrix.ru/downloads/rp/PTX_Insider_Security Threats in_Russia _2009.pdf
Kop>xoB, B. B. 3awimTa nepcoHasibHbIX AaHHbIX: Npobaembl U NyTn pewweHmns [TekcT]
/ B. B. Kop>oB // OTKpbITble cn cTeMbl. — 2010. — Ne 10. — C. 11.

Mapkos, A. I1. NMpobnembl n peweHns No 3awmnTe NepcoHasb HbiX AaHHbIX B
MHPOPMALMOHHbLIX CUCTEMaX NepPCOoHasibHbIX AaHHbIX [TekcT] / A. Tl. Mapkos, b. U.
CyxnHuH // Komnblo TepHas 6esonacHocTb. — 2009. — Ne 5. — C. 20-27.

MpunoxeHune 1

NCTOYHMKM yrpos3

Npynna OnucaHune

NCTOYHUKM yrpo3 nHpopMaunoHHom 6e30nacHOCTU JIMYHOCTK (TO eCcTb
obecrneyeHmnto KOHCTUTYLUMOHHbIX NpaB 1 cBoboa YesnoBeKa 1 rpakaaHnHa Ha
DOCTYMN K OTKPbITON MHGOPMaLKWKM, Ha UCMOJIb30BaHNE NH(popMaL U B
MHTepecax OCyLLeCTBJ/IEHMSA He 3anpeLleHHON 3aKOHOM AeATesIbHOCTU, a TakXXe

MepBasa B 3aluUTE MHGpOPMaLKUK, obecnedynBatoLLen TNYHYO 6€30MNaCcHOCTb, AYXOBHOE U
rpynna WHTensieKTyasibHoe pa3suTue. NMpumMep, CyLlecTBEHHOE paclunpeHne

BO3MOXXHOCTWU MaHUMyJIMPOBaHNA CO3HaHMEM YeNoBEKa 3a CHeT (POpMMPOBAHUS
BOKPYI HEe NMHOMBUAYANIbHOIO «BUPTYaJibHOro MHOPMaLMOHHOIO
NPOCTPaAHCTBa», a Tak)Xe BO3SMOXXHOCTb MCMOJIb30BaHNSA TEXHONOM NI
BO34ENCTBUA Ha €ro NCUXmMYecKyto AeaTeslbHOCTb)



NCTOYHMKM yrpo3 nHgpopmaumoHHom 6esonacHocTn obuiectBa (HenpepbiBHOE
YCNIOXKHEHNE NHPOPMALIMOHHbBIX CUCTEM U CETEN CBA3MN KPUTUYECKN Ba>KHbIX
NHPACTPYKTYyp obecnevyeHns xun3Hm obuwiectsa. Npumep: yMbilWIEHHbIE U
HeyMblILWIeHHblE OWNOKK, COOM N 0TKa3bl TEXHUKN U MPOrPaMMHOro

BTopaa obecne4yeHus, BpegHOe BO3OENCTBME CO CTOPOHbI MPECTYMHbIX CTPYKTYP U

rpynna KpUMMUHasbHbIX 3/1EMEHTOB, paclunpeHmne MmacTaboB oTe4eCTBEHHON U
MeXAYHapOOHOMN KOMMbIOTEPHOM NPECTYNMHOCTU, OCYLLECTBJIEHNE
MOLLEHHNYECKMX onepaunsax ¢ NCNoab3oBaHNEM rnobasbHbIX Nan
0Te4YeCTBEHHO NHPOPMALMOHHO-TENIEKOMMYHMKALNOHHbLIX CACTEM, OTMbIBaHME
PVMHAHCOBbLIX CPEACTB, NOJIYYEHHbIX MPOTUBOMPABHbLIM NyTEM)

NCTOYHUKM nHpopMaumnoHHom 6e3onacHOCTM rocygapcTea (nosy4yeHmne
MPOTUBOMNPABHOINrO JOCTYMNa K CBeAeHUAM, COCTaBAALWMM roCcygapCTBEHHYIO
TpeTbsa TanHy, B 4pYyron KOHPUOeHUMa IbHOW MHOPMaL NN, pacKkpbiTe KOTOPON
rpynna MoOXXeT HaHecCcTu yuwepb rocyaapcTBy; MOMbITKM peann3aunm KoHUenuum
BeOeHNS NHPOPMALLMOHHbBIX BOWH; HEKOHTPOIMPyeMoe pacnpocTpaHeHmne
MHGPOPMALMOHHOIO OPYXUS)

Mpunno>xxeHue 2

Pe3ynbTaTbl onpoca cpenu IT - cneumnmanncTos

C kaxkou uenbio npoussogartca DDoS-aTtaku SYSSOFT
Ha KOMNaHuu No mHeHuw IT-cneynanuctos?
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